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Mr. Shawn Pietila, Superintendent  

  

Dagot’éé!   

Greetings and good wishes to all San Carlos Unified School District stakeholders including parents, grandparents, 
families, tribal and community leaders, and our dedicated staff and students.  
 
It is my pleasure to welcome you to the 2025–2026 school year. I’m Shawn Pietila, and I am honored to be 
serving in my first year as Superintendent of San Carlos Unified School District. This year also marks my 18th year 
in education and my 13th year working within this very district. Since moving to San Carlos in 2008, I’ve been 
proud to call this community home, and I am deeply grateful for the opportunity to serve the incredible 
students, families, and staff of the San Carlos Apache Tribe and Reservation.  
 
Our students are resilient, bright, and full of potential. Our staff is dedicated, talented, and passionate about 
making a difference. Just as importantly, our parents are supportive and deeply invested in their children’s 
success. They trust us with the responsibility of helping shape their futures, and we don’t take that lightly. When 
families, staff, and the community work together as one team, we create a strong, supportive environment 
where every student can thrive and feel proud of who they are and where they come from.  
 
At SCUSD, we are committed to honoring the rich cultural identity of the San Carlos Apache people while 
preparing students for future success. We do this through a strong foundation in reading, writing, arithmetic, 
and speaking, along with an increased focus on science and social studies. Our classrooms are vibrant spaces 
where traditional knowledge and modern curriculum come together to create rich, memorable learning 
experiences from preschool through 12th grade.  
 
Our partnership with San Carlos Apache College continues to grow, offering high school students the chance to 
earn dual enrollment credits and explore college-level coursework while still in high school. We are also proud to 
work closely with tribal departments and community stakeholders, creating real-world opportunities and 
building pathways toward careers, higher education, and lifelong success.  
 
Through our Evidence of ShíłGóózhóó framework, we are uniting educational best practices with cultural 
relevance. This helps us foster stronger relationships, instill pride in cultural identity, and support holistic student 
growth. I have immense admiration for the educators, staff, families, and leaders who show up each day with 
dedication and heart. To those returning and those new to SCUSD, thank you for being part of our journey.  
 
I look forward to the year ahead and all that we will accomplish together.  
 
Warm regards,  
 
 

 
 
Shawn Pietila, Superintendent  
San Carlos Unified School District #20   
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San Carlos Unified School District No. 20  

Employee Handbook  

2025-2026  

     
  

The Employee Handbook serves as a reference or guide to San Carlos Unified School 

District’s (SCUSD) policies.  

  

The employees of SCUSD have several responsibilities in relation to the Governing Board 

policies.  Those responsibilities are outlined below:  

  

• It is the responsibility of each staff member to review this handbook. It contains 

many excerpts of the personnel policies that are most often used by staff. 

However, it is only a guide to policy and is in no way all-inclusive of all 

policy/policies.  This handbook does not take the place of Governing Board policy.  

  

• All staff members are expected to thoroughly acquaint themselves with the rules, 

regulations, and other information applicable to them contained within the 

Governing Board policies.  

  

• As all policies are subject to revision by the Governing Board throughout the 

school year, please refer to the online San Carlos Unified School District Governing 

Board Policy Manual for additional information.  This online version is housed for 

San Carlos Unified School District by the Arizona School Board Association (ASBA) 

on their website.  ASBA’s website may be accessed by using the following steps:  

 
   o Go to http://www.azsba.org/  

    o Click on “Policy Services” from the top right  
 o Click on “School District Policy Manuals Online”  

    o Click on the “FREE PUBLIC ACCESS CLICK HERE” link in the top box  

  

Employees are also responsible for completing the acknowledgement forms yearly and 

returning them to the Human Resources department.  

  
 

 

http://www.azsba.org/
http://www.azsba.org/
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SCUSD No. 20  

Organizational chart 
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San Carlos Unified School District No. 20  
 

  

Mission Statement   

We exist to educate and empower students to become culturally responsive, global 

Nn'ee.  

  

Vision Statement  

To be an effective student focused learning community graduating culturally confident 

citizens.   
  

  

FOCUS 

 

Effective curriculum, Instruction, and Assessment System 
 

 

Curriculum  

It is well-designed, quality curriculum that ensures effective implementation and 

articulation that allows for evaluation of student learning and integration of Nn’ee cultural 

values.  

  

Instruction  

Teaching is aligned with Arizona State Standards and expectations for student learning. The 

design of instruction uses data driven decision-making, research based instructional practices 

and actively engages students in their learning. Expansion of instructional support includes 

preparing students for college/career readiness and addresses gaps in student knowledge.  

  

Assessment   

Formative and summative assessments are utilized to determine the student’s mastery of        

standards. Assessments are aligned to the Arizona State Standards and guides teacher     

instruction.  
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San Carlos Unified School District Governing Board 

 

Sherrie Harris, President 

 

Katrina Talkalai, Vice-President 

 

David Reed, Member 

 

Aaron Miles, Member 

 

Kerri Sangster, Member 

 

School Board meetings are the first Tuesday of each calendar month and begin at 5:00 p.m. The 
meetings are regularly held in the Robert L. Cassa Governing Board Center Building; however, location 
may change.  Please contact Evelyn Hinton for more information at 928.475.2315 ext. 1009. 
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Employee Acknowledgment and Disclaimer  
  
I acknowledge that I have received and reviewed a copy of the 25/26 San Carlos Unified School District Employee 
Handbook.  I understand that it is my responsibility to read the Handbook.  If there are any policies or provisions 
provided to me that I do not understand, I will seek clarification from my immediate supervisor. I understand 
that this Handbook states the San Carlos Unified School District’s policies and procedures effective on the date 
of publication. I also understand that these policies and procedures are continually evaluated and may be 
modified, revoked, suspended, terminated, or changed in whole or in part, with prior notification to staff and an 
effective date for the change.  
  
I understand that this Handbook does not constitute an employment contract. I understand that nothing in this 
Handbook is intended to confer a property interest in my continued employment with the District beyond the 
term of my current contract (if any). I understand that I have an obligation to inform my supervisor of any 
changes in my personal information, such as phone number, address, etc. I also accept responsibility for 
contacting my supervisor if I have any questions, concerns or need further explanation.  
  
The contents of this Handbook are presented as a matter of information only. The plans, policies and procedures 
described are not conditions of employment. The District reserves the right to modify, revoke, suspend, 
terminate, or change any or all such plans, policies, or procedures, in whole or in part, with prior notification to 
staff and an effective date for the change. The language which appears in the Handbook is not intended to 
create, nor is it to be construed to constitute a contract between the District and any of its staff or a guarantee 
of continued employment.  
  
In case of direct conflict between this Handbook, rules, regulations or policies of the Board and any specific 
provisions of an individual contract, the individual contract will take precedence.  
  
This Handbook is intendent to provide staff with information regarding policies, procedures, ethics, expectations 
and standards of the District; however, this Handbook should not be considered all inclusive.  
  
Copies of Board Policies and Administrative Rules are available at http://www.azsba.org/ under “policy services” 
and then “school district policies online”.  It is important that each employee is aware of the policies and 
procedures related to his/her position. The rights and obligations of all employees are governed by all applicable 
laws and regulations, including but not limited to the following: Federal laws and regulations, the laws of the 
State of Arizona, Arizona State Administrative Code and the policies of the San Carlos Unified School Board.  
  
If any contractual relationship between the District and an employee (or group of employees) conflicts with any 
provision of this Handbook, the contract shall govern with respect to that issue.  

  
 
  

 
Print Name         Signature                                         Date  
 
 
 (This form should be returned to the Human Resources Department which is located in the District Office. The f o r m will be 
maintained in the employees’ personnel file. After the employee ceases employment with the District, the District will 
maintain the record pursuant to its records retention schedule, or if none, for a period of no less than 7 years).  

http://www.azsba.org/
http://www.azsba.org/
http://www.azsba.org/
http://www.azsba.org/
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Statement on Sexual Harassment  
  
  
Sexual Harassment is a form of discrimination in employment and educational opportunities on the basis of sex. 
It is prohibited by Title VII of the Federal Civil Rights Act of 1964, the Title IX of the Education Amendments of 
1972, by the Arizona Civil Rights Act, and by District policy (See Board Policy ACA).  
  
Sexual Harassment includes unwelcome sexual advances, requests for sexual favors, and other verbal or physical 
conduct of a sexual nature. This includes employee to student actions, student to employee actions, employee 
to employee actions and student to student actions. If you feel you have been sexually harassed or you know 
someone who has been sexually harassed, you are encouraged to report it immediately to your supervisor, 
Superintendent or the Human Resources Supervisor.  
  
Sexual Harassment by District employees will not be tolerated and will result in disciplinary action, up to and 
including discharge.  
  
  

Annual Public Notification of Nondiscrimination  
  
  
San Carlos Unified School District does not discriminate on the bases of race, color, national origin, sex, age or 
disability in admission to its programs, services or activities, in access to them, in treatment of individuals, or in 
any aspect of their operations.  San Carlos Unified School District Career and Technical Education Department 
does not discriminate in enrollment or access to any of the available programs. The lack of English language skills 
shall not be a barrier to admission or participation in the district’s activities and programs. The San Carlos Unified 
School District also does not discriminate in its hiring or employment practices (See Board Policy AC, GBA, JB, 
IHBA).  
  
This notice is provided as required by Title VI of the Civil Rights Act of 1964, Section 504 of the Rehabilitation Act 
of 1973, Title IX of the Education Amendments of 1972, the Age Discrimination Act of 1975, and the Americans 
with Disabilities Act of 1990. Questions, complaints, or requests for additional information regarding these laws 
may be forwarded to the designated compliance coordinator(s) at 460 N. Willow St. San Carlos, AZ 85501 or at 
the phone numbers listed below:  
  
For Student Related Concerns, please contact:  
Coordinator for Special Education: 928-475-2315 x - 1006 
  
For Employee Related Concerns, please contact:  
Human Resources Supervisor: 928-475-2315 x – 1411 
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SECTION ONE:  

Administrators, Certified, Support Staff/Classified, Nurses  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



- 11 - 
 

DRUG-FREE WORKPLACE  
No employee shall violate the law or District policy in the manufacture, distribution, dispensing, possession, or 
use, on or in the workplace, of alcohol or any narcotic drug, hallucinogenic drug, amphetamine, barbiturate, 
marijuana, or any other controlled substance, as defined in schedules I through V of section 202 of the 
Controlled Substances Act (21 U.S.C. 812) and as further defined by regulation at 21 C.F.R. 1308.11 through 
1308.15.  
  
Workplace includes any school building or any school premises and any school-owned vehicle or any other 
school approved vehicle used to transport staff members or student to and from school or school activities or on 
school business. Off school property, the workplace includes any school-sponsored or school-approved activity, 
event, or function where students or staff members are under the jurisdiction of the District. In addition, the 
workplace shall include all property owned, leased, or used by the District for any educational or District 
business purpose.  
  
Any employee who has been convicted under any criminal drug statute for a violation occurring in the 
workplace, as defined above, shall notify the supervisor within five (5) days thereof that such conviction has 
occurred.  
  
As a condition of employment, each employee shall abide by the terms of the District policy respecting a drug-
free workplace.  
  
Any employee who violated this policy in any manner is subject to discipline, which may include, but is not 
limited to, dismissal. (See Board Policy GBEC)  
  

ABSENCE PROCEDURES  
Any certified exempt employee who will be absent for any reason will report such absence using Employee 
Access along with personal notification to their immediate supervisor by text or phone call.  
  
Any classified employee who will be absent for any reason will report such absence with personal notification to 
their immediate supervisor by text or phone call.  
  
Employees are encouraged to report pending leave as soon as possible.  All leave requests can be reported early. 
Leave may be entered for more than one day at a time as long as it is reported prior to the absence. If an 
employee is absent for more than three (3) days they will need Superintendent approval before returning to 
work. (See Board policy GCCA)  
  
Per board policy, a classified/hourly employee or certified employee may not take leave, if they have exhausted 
all accrued leave without prior superintendent approval.  No Exceptions.  
  

SUBSTITUTE TEACHER PROCEDURES  
  
Teachers needing a substitute should reach out to their office manager as soon as possible upon knowledge of 
absence. Office managers will reach out to approved ESI contracted substitutes. Office managers will contact HR 
daily with the comprehensive lists of classified and exempt personnel out for the day.  Human Resources will 
report substitute Report to ESI after each bi weekly pay period.  In the case of During distance learning 
substitutes will not be solicited.  Teachers are required to provide emergency lesson plan and materials for 
students to perform and complete in advance when absent from work.   
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TYPES OF LEAVE  
 
a) Sick Leave  
Each employee shall be credited with a sick leave allowance at the rate of one (1) day per calendar month 
worked:  
 

▪ Twelve (12) month employees………………Twelve (12) days  
▪ Ten (10) month employees…………………..Ten (10) days  

                                                                                                     
Employees are expected to enter their absence in Employee Access/TCP and notify their supervisor in advance of 
a planned absence.   
  
Any employee who can be shown to have willfully violated or misused the District’s sick leave policy or 
misrepresented any statement or condition will be subject to discipline, which may include reprimand, 
suspension or dismissal. The employee may initiate the applicable personnel process to resolve disagreements 
or disputes. (See Board Policy GCCA)  
  
b) Vacation Leave  
  
Only Twelve (12) month classified employees are eligible to earn vacation. (See Board Policy GDD).  
 

▪ Less than 12 months………………No Vacation  
▪ 1-3  years……………………………….1 week  
▪ 4-6 years………………………………..2 weeks  
▪ 7-9 years….……………………………3 weeks  
▪ 10 and beyond  ………..…………..4 weeks   

  
c) Bereavement Leave  
  
An employee may use up to five (5) days of leave per fiscal year to be used in the event of death in the 
employee’s immediate family.  Bereavement leave is paid and will not be deducted from an employees’ sick or 
vacation leave. All bereavement leave must be approved by the Superintendent.  Any additional bereavement 
leave beyond these limits shall be charged to an employee’s accrued leave. Employees are expected to follow 
absence procedures when utilizing bereavement leave. (See Board Policy GCCA).  
  
For purposes of this policy, an immediate family member is defined as a spouse, parent, children, siblings, and 
grandparents (including step and in-law for all listed). (See Board Policy GCCH)  
  
  
d) Family and Medical Leave Act (FMLA)  
  
The District shall fully comply with the Federal Family and Medical Leave Act and all interim and final regulations 
interpreting the FMLA issued by the U.S. Department of Labor. Accordingly, all portions of this procedure that 
pertain to the FMLA shall be interpreted in a manner consistent with the FMLA and its regulations. Subject to the 
conditions set forth herein, any eligible employee (having completed twelve (12) months and one thousand two 
hundred and  
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fifty (1,250) hours of service with the district) of the District may take up to twelve (12) weeks of leave (FMLA 
Leave) during any twelve (12) month period, without pay, for any one or more of the following reasons:  
  

 Birth of a child 
 Adoption/Foster care placement  
 As the primary care giver for a spouse, child or parent if that person has a serious health condition  
 If a serious health condition renders the employee incapable of performing the functions of his/her job.  

(See Board Policy GCCC-EB, GCCC, and GCCC-EC)  
  
Calculations of the twelve (12) month period: For the calculation of the twelve (12) month period used to 
determine employee eligibility for FMLA, this Plan uses:  
A rolling twelve (12) month period is measured backwards in time from the date the employee uses any FMLA 
leave.  
  
Serious Medical Condition means an illness, injury, impairment, or physical condition that involves inpatient care 
in a hospital, hospice, or residential medical facility, or outpatient care with continuing medical treatment by a 
licensed physician.  
  
Employee Eligible for FMLA: any employee who has been employed by the district at least twelve (12) months 
and who has completed at least one thousand two hundred fifty (1,250) hours of service, with this District, 
immediately prior to the time the FMLA is to commence shall be eligible for FMLA leave.  
  
Employee Application for FMLA:  An employee must provide the District’s Human Resources Department at least 
thirty (30) days’ notice before the FMLA leave is to begin if the need for the leave is foreseeable based on an 
expected birth, placement for adoption, or foster care, or planned medical treatment for a serious health 
condition of the employee or family member.  If thirty (30) days’ notice is not practicable, notice must be given 
as soon as practicable. The notice shall be in the form of a request for leave of absence as specified in this policy. 
The District may deny FMLA leave to any eligible employee until such a time as the employee has provided the 
required notice.  
  
Medical Certification: All medically related FMLA leave shall be supported by medical certificate provided by the 
employee and their appropriate health provider in the form of the exhibit accompanying this policy.  In any 
instance where the FMLA leave must be preceded by thirty (30) days’ notice, the medical certificate should 
accompany the request for leave of absence. In any other instance, the medical certificate should be provided 
within fifteen (15) days after the FMLA commences. The employee may be requested to prove recertification of 
medical conditions in support of leave if the District feels the circumstances so warrant and notice is given.  
Recertification shall generally not be required for intervals shorter than thirty (30) days.  
  
Special end of semester circumstances for instructional employees: Under each of the following conditions, leave 
for an instructional employee may be required to continue to the end of the academic semester:  
Leave begins more than five (5) weeks before the end of the semester, leave is for at least three (3) weeks, and 
return to employment would occur during the last three (3) weeks of the semester.  
 
Leave other than for the employee’s serious health condition begins with the last five (5) weeks of the semester, 
leave is for greater than two (2) weeks duration, and return to employment would occur during the last two (2) 
weeks of the semester.  
Leave other than for the employee’s serious health condition begins within the last three (3) weeks of the 
semester and leave exceeds five (5) working days.  
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The District will post notices in conspicuous places of the District premises that provides a summary of FMLA and 
information on how to file a charge about an FMLA violation.  
  
Health Care Continuation: An employee taking FMLA leave shall be entitled to have the health care plan in which 
the employee is participating continue under the same terms and conditions applicable to actively working 
employees. While an employee is officially on such a family or medical leave, they can keep medical and dental 
coverage for themselves and their dependents in effect during that family and medical leave period by 
continuing to pay the contributions. During that period, the employee’s medical, dental and vision coverage will 
be kept in effect. Since the employee will not be paid while on family and medical leave, they may:  
Pay the contributions as they come due on the dates they would have been paid by sending a check to the 
Human Resources Department; or  
Make other arrangements with the District as agreed upon prior to taking leave.  
  
An employee can elect to or the District can require that “paid leave” be taken during family and medical leave 
in order to ensure the employee and premiums are paid.  
  
e) Military Leave  
  
An employee who is a member of the Military Reserve or National Guard shall be entitled to a leave of absence 
without loss of time, pay or efficiency rating when engaged in field training. (A.R.S. 26168 and 38-610)  It is the 
responsibility of the employee to notify the Superintendent at least eight (8) days prior to the beginning of such 
leave except when such notification is not possible. (See Board Policy GCCD)  
  
f) Civic Duty Leave  
  
Any employee called to serve jury duty shall be granted paid leave for such service.  Individuals so called are to 
report their anticipated absence to their immediate supervisor and Human Resources as soon as possible. An 
Affidavit of Proof of Service must be provided to Human Resources upon return from Jury Duty. Employees are 
expected to complete the normal absence reporting process.  Employees must turn in any monetary amount 
received from jury duty to Human Resources. (See Board Policy GCCD)  
  
If an employee is subpoenaed to appear in court, for guidance, he/she may contact the Human Resources 
Department prior to the court appearance.  If the subpoena is for a school related item, the employee shall be 
granted school business days.  If the subpoena is for a non-school related item, the employee shall use all 
accumulated leave.  If all leave is exhausted, the employee shall request, in writing, a leave of absence from the 
Superintendent.  
  
 g) Leave of Absence  
  
Upon recommendation of the Superintendent and approval by the Governing Board, leave without 
compensation may be granted for a period of up to one year. The applications for and granting of such leaves of 
absence shall be in writing. In addition, a certified staff on such leave shall notify the Human Resources 
Department by March 15th of the school year as to intent to return to employment with the District. Failure to 
notify the District will be considered an abandonment of position. (See Board Policy GCCC)  
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EMPLOYEE BENEFITS  
  

a) Medical Insurance  

  

Medical insurance is provided to all employees working thirty (30) hours or more per week.  

Questions concerning this program should be forwarded to the Human Resources Department 

(See Board Policy GDBD)  

  

Note:  Effective date of insurance coverage is the first of the month following hire date for 

Administrative, Certificated employees and Support staff. Termination of insurance is the last 

day of the month following termination date.  

  

Open enrollment for insurance changes are limited to one time a year.  Changes are not 

allowed after the option period unless certain circumstances exist.  Contact HR for qualifying 

conditions.  

  

b) Dependent Coverage  

  

Health insurance coverage is available for the spouse and children of eligible employees 

through payroll deduction at the employee’s expense.  

  

c) Life Insurance  

  

A life insurance policy is provided for all employees working thirty (30) hours or more per week.  

  

d) Employee Heir Benefits  

  

In the event of the death of an employee, the legal heirs of the deceased employee shall be 

awarded, as soon as possible, the District Life Insurance Policy Death Benefit and any accrued 

salary benefits earned by the employee.  This would include financial reimbursement for 

unused sick leave and vacation. Vacation days accrued to date of death will be paid on a 

current daily rate.  
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STAFF ETHICS  
  

All employees of the District are expected to maintain high standards in their school 

relationships. These standards must be idealistic and at the same time practical, so that they 

can apply reasonable to all staff members. The employees acknowledge that the schools 

belong to the public they serve for the purpose of providing educational opportunities to all. 

However, every employee assumes responsibility for providing leadership in the school and 

community. This responsibility requires the employee to maintain standards of exemplary 

conduct. It must be recognized that the employee’s actions will be viewed and appraised by the 

community, associates, and students. To these ends, the Board adopts the following 

statements of standards.  

The school employee is expected to:  

  

 Make the well-being of students the fundamental value of all decision making and actions.  

 Maintain just, courteous, and proper relationships with students, parents, staff members, 

and others.  

 Strives for the maintenance of efficiency and knowledge of developments in the 

employee’s field of work.  

 Fulfill job responsibilities with honesty and integrity.  

 Directs any criticism of other staff members or of any department of the school system 

toward improving the District. Such constructive criticism is to be made directly to the 

school administrator who has the responsibility for improving the situation.  

 Supports the principle of due process and protects the civil and human rights of all 

individuals.  

 Obey local, state, and national laws and does not knowingly join or support organizations 
that advocate, directly or indirectly, the overthrow of the government.  

 Implement the Governing Board’s policies and administrative rules and regulations.  

 Pursues appropriate measures to correct any laws, policies, or regulations that are not 
consistent with sound educational goals.  

 Avoids using position for personal gain through political, social, religious, economic, or 

other influence.  

 Maintain the standards and seek to improve the effectiveness of the profession through 

research and continuing professional development.  

 Stress the proper use and protection of all school properties, equipment, and materials.  

 Honor all contracts until fulfillment or release.  

  

In the performance of duties, employees shall keep in confidence such information as they may 

secure unless disclosure serves District purposes or is required by law. (See Board Policy GBEA)  
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STAFF CONDUCT  
  

All employees of the District are expected to conduct themselves in a manner consistent with effective 

and orderly education and to protect students and District property. No employee shall, by action or 

inaction, interfere with or disrupt any District activity or encourage such disruption. No employee, other 

than one who has obtained authorization from the appropriate school administrator, shall carry or 

possess a weapon on school grounds. All employees shall at all times attempt to maintain order, abide 

by the policies, rules and regulations of the District, and carry out all applicable orders issued by the 

Superintendent.  

  

Potential consequences to employees of the District who violate these rules may include, but are not 

limited to:  

  

 Removal from school grounds  

 Warning  

 Reprimand  

 Suspension  

 Dismissal  

  

Staff members are to report any suspected crime against a person or property that is a serious offense, 

involves a deadly weapon or dangerous instrument or that could pose a threat of death or serious injury 

to employees, students or others on school property. All such reports shall be communicated to the 

Superintendent who shall be responsible for reporting to local law enforcement.  

Any administrator, teacher, or other school employee entrusted with the care and supervision of a 

minor may use reasonable and appropriate physical force upon the minor to the extent reasonably 

necessary and appropriate to maintain order. Similar physical force will be appropriate in self-defense, 

in the defense of other students and school personnel, and to prevent or terminate the commission of 

theft or criminal damage to the property of the District or the property of persons lawfully on the 

premises of the District.  

The threat or use of physical force is not justified as a response to verbal provocation alone, nor when 

the degree of physical force used is disproportionate to the circumstances or exceeds that necessary to 

avoid injury to oneself or to others or to preserve property at risk.  

No employee, while on or using school property, otherwise acting as an agent, or working in an official 

capacity for the District shall engage in:  

  

 Physical or verbal abuse of, or threat of harm to, anyone.  

 Causing damage, or threat of damage, to property of the District or property of a member of 

the community or a visitor to the school when the property is located on premises controlled by 
the District.  

 Forceful or unauthorized entry to or occupation of District facilities, including buildings and 
grounds.  
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 Use, possession, distribution, or sale of alcohol or of drugs or other illegal substances.  

 Use of profane or abusive language, symbols, or conduct.  

 Failure to comply with the lawful direction of District officials, security officers, or any other law-
enforcement officer, or failure to identify oneself to such officials or officers when lawfully 
requested to do so.  

 The carrying or possession of a weapon on school grounds without authorization from the 

appropriate school administrator.  

 A violation of District policies or regulations.  

 

In addition to the foregoing, all staff members are expected to:  

  

 Acquaint themselves with the rules, regulations, and other information applicable to them 
contained within policies of the Board.  

 Conduct themselves in a manner consistent with the effective and orderly education and to 

protect the students and District property.  

 Maintain order in a manner consistent with District policies and regulations.  

 Dress and maintain a general appearance that reflects their position and does not detract from 

the educational program of the school.  

 Comply promptly with all orders of the Superintendent and the administrator who is their 

immediate supervisor.  

  

Employees of the District who violate these rules are subject to disciplinary action. (See Board Policy 

GBEB and GBEB-R)  

  

A grievance is a complaint by a District employee alleging a violation or misinterpretation, as to the 

employee, of a District policy or regulation that directly and specifically governs the employee’s terms 

and conditions of employment. The term grievance shall not apply to any matter for which the method 

of review is prescribed by law, or the Governing Board is without authority to act. The suspension or 

dismissal of employees is covered by statute and, therefore, is not a grievable matter. Assignment,  

reassignment, or transfer of an employee to another position or duties is not grievable beyond the 

Superintendent unless there is a reduction in compensation or the Superintended requires that it go to 

the Board.  

A grievant shall be any employee of the District filing a grievance.  

Terms and conditions of employment mean the hours of employment, the compensation therefore, 

including fringe benefits, and the employer’s personnel policies directly affecting the employee.  In the 

case of professional employees, the term does not include educational policies of the District. A day is 

any day during which the District conducts business. The immediate supervisor is the lowest-level 

administrator having line supervisory authority over the grievant. (See Board Policy GBK-R)  

Informal Procedure  

Before filing a formal written grievance, the grievant must attempt to resolve the matter by one (1) or more 

informal conference with the immediate supervisor.  The first of these informal conferences must be conducted 

within ten (10) days after the employee knew, or should have known, of the act or omission- giving rise to the 
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grievance.  A second or any subsequent conference must occur within five (5) days after the initial informal 

conference, or any subsequent conference, and the employee is entitled to representation. 

Formal Procedure  

  

Level One:  

Within fifteen (15) days after the employee knew, or should have known, of the act or omission-giving 

rise to the grievance, the grievant must present the grievance in writing to the immediate supervisor.  

The grievance shall be a clear, concise statement of the circumstances giving rise to the grievance, a citation of 

the specific article, section, and paragraph of the policy or regulation that directly and specifically governs the 

employee’s terms and conditions of employment that are alleged to have been violated, the decision rendered 

at the informal conference, and the specific remedy sought.   

The immediate supervisor shall communicate a decision to the employee in writing within ten (10) days 

after receiving the grievance.         

Within the above time limits either party may request a personal conference to attempt to resolve the 

matter and the employee is entitled to representation.  

  

Level Two:  

In the event the grievant is not satisfied with the decision at Level I, he/she may appeal the decision to 

the Human Resources Supervisor within ten (10) days after receiving the Level I decision. The written 

appeal shall contain the following: a copy of the original grievance, the decision rendered at Level I, and 

a clear, concise statement of the reasons for the appeal.  

The Human Resources Supervisor shall communicate a decision in writing to the grievant, with a copy 

given to the Superintendent, within ten (10) days after receiving the grievance. The grievant may 

request a hearing at this level and is entitled to representation.  

  

Level Three: 

 In the event the grievant is not satisfied with the decision at Level II, the decision may be appealed to 

the Superintendent within five (5) days after receipt of the decision.  

The appeal shall include a copy of the original grievance, the decision rendered, and a clear, concise 

statement of the reasons for the appeal. The Superintendent shall communicate a decision within ten 

(10) days after receiving the appeal. Either the grievant or the Superintendent may request a personal 

conference within the above time limits. The grievant may request a hearing at this level and is entitled 

to representation.  

  

Level IV:  

If the grievant is not satisfied with the decision at Level III, the grievant may, within five (5) days, submit 

an appeal in writing to the Superintendent for consideration by the Governing Board.  
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General Provisions  

  

Section 1:   

Failure at any step of this procedure to appeal a grievance to the next step within the specified time 

limits shall be deemed an acceptance of the decision rendered at that step, and there shall be no 

further right of appeal. Failure to file a grievance within fifteen (15) days after the employee knew, or 

should have known, of the circumstances upon which the grievance is based shall constitute a waiver of 

that grievance.  

  

Section 2:  

The filing or pendency of any grievance under the provisions of this policy shall in no way operate to 

impede, delay, or interfere with the jurisdiction of the Governing Board or Superintendent.  
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CONFLICT OF INTEREST  
  
Employment of Close Relatives  
  
No person employed by the District may be directly supervised by a close relative (father, mother, son, 
daughter, sister, brother, or spouse). This policy applies for summer or part-time work as well as for 
fulltime employment.  
  
A dependent of a Board member cannot be hired in the District except by consent of the Board. The 
District cannot employ the spouse of a Board member.  
  
Business Relations  
  
Any employee who has, or whose relative has, a substantial interest in any decision of the District shall 
make known this interest in the official records of the District, and shall refrain from participating in 
any manner as an employee in such a decision.  
  
 
Vendor Relations  
  
No employee of the District will accept gifts from any person, group, or entity doing, or desiring to do, 
business with the District. The acceptance of any business-related gratuity is specifically prohibited, 
except for widely distributed advertising items of nominal value.  
  
District Purchase from Employees  
  
The District must comply with competitive purchasing rules for any acquisition of goods or services 
from District employees regardless of the dollar amount. The District may acquire equipment, 
materials, supplies, or services from its employees only under an award or contract left after public 
competitive bidding (A.R.S. 38-503; A.G.O. I06-002).  (See Board Policy GBEAA)  
   
Conflict of Interest   
  
 A person who supervises or participates in contracts, purchases, payments, claims or other financial 
transactions, or a person who supervises or participates in the planning, recommending, selecting or 
contracting for materials, services, goods, construction, or construction services of a school district or 
school purchasing cooperative is guilty of a class 6 felony if the person solicits, accepts or agrees to 
accept any personal gift or benefit with a value of $300 or more from a person or vendor that has 
secured or has taken steps to secure a contract, purchase, payment, claim or financial transaction with 
the school district or school purchasing cooperative.  
   
Soliciting, accepting or agreeing to accept any personal gift or benefit with a value of less than $300 is a 
class 1 misdemeanor. A gift or benefit does not include an item of nominal value such as a greeting 
card, t-shirt, mug or pen. 
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ACCIDENTS WHILE ON DUTY  
  
All employees have a responsibility to maintain safe conditions in their work areas, making safety a part of the 
normal work routine. Examples of safety precautions are not leaving drawers open, not climbing on unstable 
ladders, keeping your eye on the pathway and using caution when opening doors that swing outwards.  
  
If an accident does occur while you are on duty, you are protected under Workers Compensation of Arizona. Any 
injury sustained by an employee while on school property or on official school business, no matter how slight, 
must be reported immediately to your immediate supervisor who will record it. Eligibility for compensation may 
be affected if the accident is not reported or not reported in a timely manner. If the injury requires first aid 
treatment, you should report to the health office at your site.  
  
Questions or concerns about safety and Workers Compensation should be directed to your immediate 
supervisor or to the Human Resources Department at 928-475-2315 x - 1411.  
  
You are responsible for making regular safety inspections before using district equipment. If equipment is 
unsafe, report it to your supervisor and do not use the equipment until it has been repaired. An important part 
of your job is maintaining the equipment in the best possible condition for safe operation.  
  
Disregarding normal and prudent safety precautions may result in disciplinary action.  

  
Workers Compensation  
  
If an employee is injured by an accident arising out of and in the course of employment, that employee is 
entitled to compensation and should obtain medical treatment as soon as possible.  
  
Any employee of the District who suffers a job-related injury/accident must file a report with the District’s 
Human Resource Department within five (5) days after the date of occurrence. Should circumstances render the 
individual unable to submit such a report within five (5) days, the time limit may be extended.  
  
The emergency room will be responsible for reporting the circumstances of the injury to the District, the 
Industrial Commission, and the District’s insurance carrier.  
  
During the first seven (7) days of absence due to the job-related injury/accident the employee will be placed on 
sick leave, provided the employee has accumulated sufficient general leave.  
  
If a job-related injury/accident results in more than seven (7) days’ absence, the insurance carrier will be 
responsible for handling the claim for lost pay.  

 

Blood-Borne Pathogens  
  
All employees who, as a result of their employment, have had significant exposure to blood-borne pathogens 
(Hepatitis B/Human Immunodeficiency Virus) are required to report the details of the exposure in writing to the 
District and are required to follow post-exposure evaluation and follow-up activities in accordance with State 
and Federal laws. An employee who chooses not to complete these reporting requirements will be at risk of 
losing any claim to rights.  
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EMPLOYEE ASSISTANCE  
  
Employees may be required by the Superintendent, for purposes of employment or retention, to submit to such 
tests or examinations, as a licensed physician deems appropriate.  
  
When, in the opinion of the immediate supervisor and/or the Superintendent, the employee’s physical or 
emotional condition warrants, the District may require a complex examination, at District expense, by a licensed 
physician selected by the District. (See Board Policy GBGC)  
  
  

STAFF PROPERTY  
  
The District shall not assume responsibility for the loss of, or the damage to, personal property stored, installed, 
or used on school premises. (See Board Policy ECAD)  
  
  

CARE OF DISTRICT PROPERTY  
  
It is the desire of the District that all employees maintain high standards regarding district property.  
 
The proper use and protection of all school properties is essential. Equipment and materials should be 
maintained in a respectable manner.  
  
Any accidental or intentional damage or vandalism should be reported to your principal or supervisor. (See 
Board Policy EDB)  
  
SEE APPENDIX F – FOR ASSET DISPOSAL AND TRANSFER GUIDANCE  
 
 

CASH IN DISTRICT BUILDINGS  
 
  
Monies collected by employees and by student treasurers shall be handled in accordance with prudent business 
procedures as outlined by the U.S.F.R.  All monies collected shall be receipted, accounted for, and directed 
without delay to the proper location of deposit.  
  
In no case shall money be left overnight in school buildings, except in safe provided for safekeeping of valuables.  
(See Board Policy DM) 
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CHILD ABUSE  
  
Any school personnel or any other person who reasonably believes that a minor is or has been the victim of 
physical injury, child abuse, or neglect that appears to have been inflicted upon the minor by other than 
accidental means or is not explained by the available medical history as being accidental in nature, or who 
reasonably believes there has been a denial or deprivation of necessary medical treatment or surgical care or 
nourishment with the intent to cause or allow the death of an infant who is protected under A.R.S. 36- 2281 
shall immediately report or cause reports of such information to be made to a peace officer or to Child 
Protective Services (CPS) of the Department of Economic Security, except if the report shall be made to a peace 
officer only. Such reports shall be made immediately by telephone or in person and shall be followed by a 
written report within seventy-two (72) hours. Such reports shall contain:  
  
The names and addresses of the minor, the parents, or the person or persons having custody of such minor, if 
known.  
The minor’s age and the nature and extent of the minor’s abuse, child abuse, or physical injuries or neglect, 
including evidence of previous abuse, child abuse physical injury or neglect.  
Any other information that such person believes might be helpful in establishing the cause of the abuse, child 
abuse, physical injury or neglect.  
  
A person furnishing a report, information, or records required or authorized under Arizona Revised Statutes or a 
person participating in a judicial or administrative proceeding or investigation resulting from a report, 
information, or records required or authorized under Arizona Revised Statutes is immune from any civil or 
criminal liability by reason of such action unless such person has acted with malice or unless such persona has 
been charged with or is suspected of abusing or neglecting the child or children in question. (See Board Policy 
JLF)  
 

CORPORAL PUNISHMENT  
  
The San Carlos Unified School District #20 disallows corporal punishment. (See Board Policy JKA)  
 

PERSONNEL RECORDS AND FILES  
Professional employees are required to supply the Human Resources Department with current and complete 
official transcripts of all college credits. It is the duty and responsibility of each certificated employee to keep 
such certification current.  
  
The District will maintain a complete and current official personnel file for each District employee. Employees 
will be advised of, and will be permitted to review and comment on, all information of a derogatory nature to be 
placed in their respective personnel files.  
  
All documents within a personnel file are confidential; and the District may create such sub-files within a 
personnel file as are appropriate to ensure confidentiality and efficient use of the file. Access to personnel files 
will be limited to authorized District officials and employees. Individual Board members shall have access only 
when specifically authorized by the Board, as evidenced by action of a quorum of the Board in a legal meeting 
properly noticed. Employees may review their own files by making written request to the Human Resources 
Supervisor. Confidential information obtained prior to an employee’s employment, such as recommendation, 
will not be available for review by the employee.  
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Documents within a personnel file may be reviewed by the public only to the extent that disclosure is compelled 
as a public record.  
 

STAFF PROTECTION  
  
The Board will be vigorous in its protection of all employees from physical and/or verbal abuse.  
  
Any employee who is threatened with harm is to notify the principal or supervisor immediately, and steps are to 
be taken at once to protect the employee’s safety.  
The Board will protect employees through a comprehensive liability insurance program. A copy of such policy is 
available for inspection in the Business Office.  
The Board will hold harmless and defend any District employee from claims for damages caused or alleged to 
have been caused in whole or in part by that employee while performing assigned duties as an employee of the 
District under the provision of the District’s liability policy, whether or not that person is employed by the District 
at the time the claim is made, provided that the District will not be obligated to assume any costs or judgments 
held against the employee when such damages are proved to be due to the employee’s willful negligence, 
violation of law, or criminal act as determined by a court of law.  
  
  

DRESS CODE  
  
All staff members are expected to dress neatly, professional (interview attire), and in a manner which represents 
a good example for students at all schools of the San Carlos Unified School District. Unless so designated by 
Governing Board approval of an alternative dress code. See appendix for dress code guidance. 
 
ALL STAFF WILL BE REQUIRED TO WEAR THEIR SCHOOL ID AT ALL TIMES WHILE ON ANY SCHOOL PROPERTY.   
  
SEE APPENDIX C – DRESS CODE GUIDANCE 
  

OATH OF OFFICE  
  
Every school employee shall take and subscribe to the oath prescribed from public officers pursuant to  
A.R.S. .S. 38-231. The person taking the oath shall file a copy of the acknowledgement in the District  
Office. The District Office shall keep such copy on file as long as the employee remains employed by the District 
and for a period of five (5) years after termination of employment with the District. (See Board Policy GCFE)  
   

NON-SCHOOL EMPLOYMENT  
  
A regular, full-time employee’s position in the District shall be given precedence over any type of outside work or 
self-employment. Employees are free to carry on individual work or self-employment projects as long as no 
District facilities, school(s), or equipment are used, except as provided by policy, and the outside work or self-
employment does not interfere with the employee’s performance of District assigned duties.  
  
The outside work done by a staff member is of concern to the Board in so far as it may:  
  
Prevent the employee from performing his/her responsibilities in an effective manner.  
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Be prejudicial to proper effectiveness in the position or compromise the District  
Raise a question or Conflict of Interest; for example, whether the employee’s position in the District gives 
him/her access to information or other advantage useful to the outside employer.  
  
  
Therefore, an employee may not perform any duties related to an outside work or self-employment during 
regular District working hours or during the additional time that is needed to fulfill the responsibilities of the 
District position. Employees who violate this policy are subject to reprimand, suspension or termination. (See 
Board Policy GCR)  
  
  

PAYROLL DEDUCTIONS  
  
Federal income tax, state income tax, Social Security, Medicare, and employee contributions to the Arizona State 
Retirement System will be deducted as mandated by State and Federal Statutes.  All other deductions must be 
authorized by the Board and the employee unless ordered by a court of competent jurisdiction.   
  
The following deductions have been authorized by the Board:  
  
Insurance premiums for staff members or dependents that are being covered under Board – approved Section 
125 cafeteria programs.  
Direct deposits of net payroll with financial institutions.  
Tax-sheltered annuities for companies approved by the District  
  
Any questions regarding payroll should be directed to the Payroll Department at 928-475-2315 x- 1002.  
  
  

PURCHASING PROCEDURES  
  
Purchases  
  

o No purchase may be made without a previously approved written purchase order.  
o No supply or service can be purchased without a purchase order.  
o Fill out the requisition completely. Include tax and shipping estimates on your paperwork.  SCUSD is NOT 

tax exempt.  
o Submit a requisition for a Purchase Order and allow five (5) days for processing.  
o To order from the warehouse, use the proper forms.  

  
The District has various credit cards available for use when making purchases. Some require you to check out the 
card and take with you when you make the purchase. (Home Depot, Fry’s, Walmart) The District Bank Card is 
maintained at the District. The preferred purchasing method is always through a purchase order, if a vendor will 
only accept credit cards, the District Bank card may be used with approval from the Chief Financial Officer. Once 
a purchase order is signed and in place the requester/teacher/employee will need to make arrangements with 
the Business Office to complete the transaction with the credit card. The District Bank Credit Card is NOT checked 
out to employees.   
  
Purchasing 
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For purchases exceeding $100,000, districts must follow the School District Procurement Rules, which are available 
on the Arizona Secretary of State’s website. The Rules are located in the Arizona Administrative Code in Title 7 
Education, Chapter 2 State Board of Education, Articles 10 and 11, School District Procurement.  
 
 
 
Guidelines for Written Quotes  
 
These guidelines are the minimum requirements that districts must follow for purchases below the $100,000 
threshold. Any variations from these guidelines, such as lower dollar limits or higher levels of required competition, 
must be reasonable and must be documented in the district’s governing board minutes as a policy.  
 
The governing board may, in a public meeting, delegate procurement authority to a designated district employee 
or employees. Such delegation must specify the title of each employee; the activity or function authorized; any 
limits or restrictions on exercise of the delegated task, including the maximum total cost of any procurement; 
whether the task may be delegated further; duration; and conditions and procedures for modifying and revoking 
the delegation. The delegation may include the authority to approve a contract award up to an amount 
predetermined by the governing board.  
 
The district should obtain written quotes from at least three vendors for purchases costing at least $10,000, and 
less than $100,000. 
 
Districts should issue requests for quotes in sufficient time before the purchase is to be made and in adequate 
detail to allow vendors to effectively respond. If the contract will be awarded based on price and additional 
factors, such as quality of the product or work to be performed, those factors should be included in the request 
for quotes. The request for quotes may also include:   
 

1. Offer submission requirements, including offer due date and time, where offers will be received, and 
offer acceptance period;  

2. Any purchase description, specifications, delivery or performance schedule, and inspection and 
acceptance requirements;  

3.  The minimum information that the offer shall contain;  
4. Whether negotiations may be held;  
5. Any contract options, including renewal or extension;  
6. Uniform terms and conditions by text or reference; and  
7. Any other terms, conditions, or instructions specific to the procurement. 

 
Purchasing Ethics Policy  
  
The District’s Governing Board members and employees shall not use their offices or positions to receive any 
valuable things or benefits that would not ordinarily accrue to them in the performance of duties if the things or 
benefits are of such value or character as to manifest a substantial and improper influence upon the 
performance of their duties. This policy should not be construed to prohibit District Governing Board members 
and employees from accepting inexpensive novelty advertising items and holiday gifts or occasional business 
meals.  
  
Questions regarding purchase orders should be directed to the Business Office – Assistant Business Manager, 
Melvalena Kitcheyan, at 928-475-2315 x - 1409.  
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Receiving and Payment  
  

o All invoices received by a teacher or school are to be sent immediately to the Business Office. 
o Once all items have been received on your Purchase order, email Accounts Payable that the Purchase 

Order can be paid and closed.   
o Failure to submit receipts and/or packing slips in a timely manner could result in a suspension of your 

ability to order future items.  
o All Central Receiving will be handled through the District Warehouse. The Receiving Clerk will handle 

receipts of merchandise, and the merchandise will then be delivered to the requisitioner.  
o If the requisitioner is picking up the merchandise, he/she must be sure the merchandise is checked in 

through Central Receiving.  
  
Questions regarding receiving should be directed to the Business Manager at 928-475-2315 x- 1409.  
  

STAFF GIFTS AND SOLICITATIONS  
  
Gifts  
  
Students, parents, and other patrons of the District shall be discouraged from the routine presentation of gifts to 
employees. This shall not be interpreted as intended to discourage acts of generosity in unusual situations, and 
simple remembrances expressive of affection or gratitude shall not be regarded as violations of this policy.  
  
Gifts to students by staff members shall be discouraged. Simple remembrances of certain occasions to all 
students in a class or section shall not be regarded as a violation of this policy.  
  
A person who supervises or participates in contracts, purchases, payments, claims or other financial 
transactions, or a person who supervises or participates in the planning, recommending, selecting or contracting 
for materials, services, goods, construction, or construction services of a school district or school purchasing 
cooperative is guilty of a class 6 felony if the person solicits, accepts or agrees to accept any personal gift or 
benefit with a value of $300 or more from a person or vendor that has secured or has taken steps to secure a 
contract, purchase, payment, claim or financial transaction with the school district or school purchasing 
cooperative.  
   
Soliciting, accepting or agreeing to accept any personal gift or benefit with a value of less than $300 is a class 1 
misdemeanor. A gift or benefit does not include an item of nominal value such as a greeting card, t-shirt, mug or 
pen.  
  
Solicitations  
  
A school employee’s position in the District shall not be used to influence parents or students to purchase books 
or other merchandise, except for material approved by the Superintendent for use in the classroom.  
  
Staff member solicitation(s) of other employees and/or students for any profit, nonprofit, or charitable groups, 
institutions, or organizations must have the approval of the Superintendent in advance. No other solicitations 
shall be made by or of employees during official duty time. (See Board Policy  
GBEBC) 
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WORK RELATED TRAVEL  
  
Employees who must travel in conjunction with their jobs shall be eligible for reimbursement for the total 
allowable amount per mile under the Arizona Department of Administration. All travel MUST be preapproved by 
the employee’s immediate supervisor and Superintendent; all out of state travel requires Governing Board 
approval. Employees must complete all sections and receive approval on the “Travel Authorization” form for all 
travel 20 days in advance of the planned travel.   
  
  

SUMMER/OFF CONTRACT EMPLOYMENT  
The district recognized that, in order to provide a quality educational program, certain positions may require 
additional contract days. Employees who work additional contract days will be paid on a stipend basis (as long as 
they are not included in the original contract). The District shall advise the employees of the task(s), rate of pay 
and total hours to complete the task. The District may first offer these positions to the employees to whom such 
task(s) are most relevant. An application process will be used when appropriate.  
  
  

SECURITY  
Any person who, for oneself or for another, misuses a key to any building or other area owned, operated, or 
controlled by the District without authorization from the Governing Board/Superintendent is guilty of a Class 3 
misdemeanor.  Misuse of such a key, in this regard, includes:  
 

• Manufacturing or causing the manufacture of a District key.  

• Duplicating or causing the duplication of a District key.  

• Possessing a District key.  

• Using a District key.  

• Permitting the use of a District key.  
 
Employees and students who are in violation of the above are subject to disciplinary action. Board policy ECA  
  
SEE APPENDIX E – FOR KEY AND BUILDING SECURITY MANUAL 
  

FOOD SERVICES  
The District food service program shall strive to provide well-balanced meals that are nourishing, available at 
moderate prices, and served in pleasant surroundings. The Board shall establish prices to be paid by students for 
school meals and the price charged to adults who purchase meals. The Superintendent shall develop procedures 
to implement this policy and shall formulate a plan to provide free or reduced-price meals for all eligible 
students. Governing Board Policy EF  
  
Adults may purchase meals from the food service department, no meals will be provided to adults, other than 
food service staff, free of charge. No staff shall use or have access to the kitchens other than trained food service 
staff. The school kitchens shall not be used for storage of personal items.   
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PROFESSIONAL STAFF DEVELOPMENT OPPORTUNITIES  
  
The Superintendent, under the direction of the Board, will provide opportunities each year for professional 
growth. These will include, within budgetary limitation, special in-service training courses and workshops, a 
professional library, and assistance from supervisors and consultants.  
  
Special in-service days will be a part of the yearly school calendar. These days are part of the work expected in 
the yearly contract. Specific days at the beginning of each school year will be identified for in-service and/or 
teacher workdays with additional days during the school year.  
  
In line with such opportunities, the Board encourages educational research by staff members when the conduct 
of the project does not conflict with the major functions of the schools.  
  
If a certified employee wishes to attend an off-campus workshop seminar, the District office requires a signed 
program or agenda. If the workshop/seminar offers substitute reimbursement, the employee is required to 
provide the District Office with the properly approved leave request.  
  
  

TRAVEL PROTOCOL  
  
Any conferences/classes/trainings that are offsite and driven to will be compensated at a standard eight-hour 
day. Only if proof of training beyond the eight-hour day is provided would an employee be compensated at an 
increased number of daily hours. (Lunch is deducted from the number of hours.)  
  
You must submit the appropriated requisitions and have a Purchase Order in place PRIOR to your trip in order for 
travel expenses to be reimbursed.  Upon return from travel at conference/classes/trainings, you must submit to 
accounting immediately for reimbursement: Completed leave slip, fully completed travel request form, 
schedule/brochure/flier for the professional development, map quest beginning and end locations., signed hotel 
invoice, within five (5) days of return from event. Missing information will delay the reimbursement process.   
  
Any one-day trainings do not receive reimbursement. IRS has changed and require that staff be taxed on any one-
day reimbursements. Reimbursements for one day travel stopped in 2017.  
  
Classified/hourly staff are only paid if they are driving. No overnight stays will be authorized for Phoenix and 
Tucson unless the employee is required to be at the location prior to 8:30 am. Hotels must be booked at the 
State/Federal allowable government rate. A Suggested Location by the Training Organization does not count as a 
state rate unless the training is hosted at the site.  It is best practice to follow state rates unless training is at host 
site.  Any overage would be the responsibility of the employee to pay.   
  
  

LICENSE REQUIREMENTS  
  
Persons employed in positions which require them to drive District vehicles are required to have or obtain the 
appropriate Driver’s License for the vehicle operated before or immediately following employment, and must 
maintain a valid license while the driving of District vehicles remains a job requirement. Costs associated with 
licensing will be borne by the employee.  
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 TECHNOLOGY DEPARTMENT  
The Technology Department at SCUSD is responsible for:  

  

 All hardware and software – including our local area network  

 Phone system  

 Internet access  

 Technology staff development  

 Data and voice cabling  

  

This handbook contains information, which will assist you in utilizing the technology available to you. Please 

review the information carefully.  

  

The technology department can be reached at 928-475-2315 x- 1601 and 928-475-2315 x - 1602.  

  

Phone  

  

There are three components within the voice mail system that you may need to adjust:  

  

1. Password  

2. Recorded Name  

3. Recorded Message  

  

Email  

  

Every staff member has the ability to have a district email account. This email can be accessed from any 

computer with internet access (on campus and off) utilizing the exchange web interface.  

  

Personal Technology  

  

San Carlos Unified School District will not be responsible for any loss or damage to your personal equipment, 
nor will the technology department be required to assist or resolve any problems with your devices. If you do 
bring your own devices we require that up-to-date anti-virus is on that device.  

  

Acceptable Use Policy  

  

All students and staff utilizing SCUSD workstations are required to sign an Acceptable Use Policy (AUP). 

Please make sure that you understand and sign an AUP.  
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SECTION TWO:  

Administrators Only  
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STATEMENT OF PURPOSE  
 
The purpose of this document is to identify those items related to working conditions, benefits, and salaries that 
have been approved by San Carlos Unified School Districts’ Governing Board for Assistant Principals, Principals, 
Deans, Directors, Coordinators, Supervisors, Athletic Directors and Managers.  
  
The success of a total school program is directly related to the performance of these District employees. It is the 
intent of the Governing Board to provide the working conditions, benefits, and salary that allow the District to 
attract and retain high quality staff in these positions. The compensation structure described in this document is 
built-in, an attempt to reflect equality, comparability, and level of responsibility.  
  
   

DEFINITIONS - ADMINISTRATORS  
  
Certificated Administrator: Any administrator whom the Governing Board requires, in his/her position, to hold 
certification by the State of Arizona Department of Education.  
  
Non-Certificated Administrator:  Any administrator whom the Governing Board does not require, in his/her 
position, to hold certification issued by the State of Arizona Department of Education.  
  
Day: Day shall mean contract day unless specified otherwise.  
  
Fiscal Year: July 1, 2025 through June 30, 2026  
  
Employee: Any employee covered by this document unless specified otherwise.  
  
Exempt Employee: All employees covered by this document are considered exempt employees under the Fair 
Labor Standards Act.  
  
Note: Whenever the term Superintendent appears in the document, it is to be interpreted as “Superintendent or a 
person designated by the Superintendent”.  
  
   

CHANGE OF ASSIGNMENTS  
  
Assignment of administrators shall be based primarily on factors deemed to be in the best interest of the 
District. Reassignment will be done as the needs of the District are determined and in consultation with the 
employee.  
  
  

ADMINISTRATIVE CONTRACTS  
  
See Board Policy GCB  
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 PERSONNEL FILES  
 
Personnel files are established, initiated and controlled by the District for the purpose of maintaining a record of 
the qualifications and performance of employees.  
  
Material originating within the District and which concerns an administrator’s conduct, service, or personality 
shall not be placed in an employee’s file unless he/she has had an opportunity to read the material. The 
employee shall acknowledge that he/she has read such material by affixing his/her signature on the actual copy 
to be filed and shall be issued a copy. Such signature does not necessarily indicate agreement with the content 
of such material. In those instances when an employee refuses to sign such material, the supervisor shall hand-
deliver the document to the employee and shall have a witness verify, in writing, such delivery.  
  
The administrator shall have the right to respond to those items specifically addressed within the materials 
placed in the file within ten (10) days of receipt of document. The response shall be submitted to the individual’s 
immediate supervisor, read by the Superintendent, and attached to the file copy. The response may be accepted 
only if the contents are directly relevant to the contents of the material in question.  
  
All references obtained on the basis of confidentiality for the purpose of initial employment or promotion, 
originating either outside the District or within the District, shall not be subject to this agreement and, therefore, 
shall not be available for inspection by the employee. Those items covered would be placement files or letters of 
recommendation for initial employment or promotional employment within the District.  
  
Materials cannot be removed from the file expect through grievance. The signature of the employee and 
immediate supervisor shall be affixed to each document.  
  
All materials placed in the employee’s District personnel file and originating within the District shall be available 
for inspection by the employee and administration. Requests for inspection will be given, in writing, to the 
Human Resources Department twenty-four (24) hours in advance of the date desired. The Human Resources 
Department will schedule a time for the inspection and will make arrangements for a staff member for the 
Human Resources Department to be present when the inspection takes place.  
  
   

SALARY SCHEDULE  
  
Each year the Board will adopt a competitive salary schedule for Administrative staff.  
  
Administrators and supervisors shall not be entitled to overtime pay for time worked. (See Board Policy GCBA)  
  
Salary schedules can be found on the District Website.   
 

SALARY INCREASE  
 
Salary increases may or may not occur each year based upon fiscal conditions and the District goals. Salary 
increases are NOT guaranteed. Any person who is put on a performance improvement plan by their evaluating 
supervisor, because of their formal evaluation, will not receive a salary increase, including stipends or other 
forms of alternative compensation. No opportunity will be given at any time to recover the loss of the annual 
increase.  



- 35 - 
 

 

VACATION TIME  
  
Full-time twelve (12) month administrators shall receive twenty (20) days of vacation a year. Unused annual 
vacation leave may accumulate to a maximum of sixty (60) days. Unused accumulated annual vacation leave, to 
a maximum if sixty (60) days, shall be compensated upon the employee’s separation from the District. (See 
Board Policy GCD)  
  
Vacation requests should be submitted, except in unusual circumstances, to the administrator’s supervisor at 
least one week in advance.  
  
Administrators working less than a twelve (12) month contract do not earn vacation days.  
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SECTION THREE:  

Certified Only  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



- 37 - 
 

TEACHERS’ RIGHTS  
Any reprimand of a certified employee shall be conducted in private unless the situation warrants immediate 
action. No certified employee shall be reprimanded or disciplined in the presence of pupils, parents, other 
employees or the public.  
  
Upon request, any certified employee under this agreement shall be entitled to representation at all levels of the 
grievance procedure and where any reprimand is given or disciplinary document action is to be taken.  
  

PROFESSIONAL WORK DAY  
Teachers will perform all of their contractual obligations.  The definition of the exact hours of the teacher day is 
specifically worked out at the building level.  
 

▪ Teachers should be on the job thirty (30) minutes before and thirty (30) minutes after regular classes, for 
not less than eight (8) hours on campus.  

▪ Teachers should be in their classrooms fifteen (15) minutes before school begins and fifteen (15) 
minutes at the end of the school day for the purpose of assisting students as long as they have not been 
assigned other duties which may require them to be in other locations (i.e.: playground duty).  

▪ Teachers should always be in their classrooms at the beginning of each period to greet students as they 
enter.  

▪ Teachers should not leave their classes unattended. In the case of an emergency, coverage should be 
obtained by one of their peers.  

▪ Faculty meetings may be scheduled at the principal’s discretion but will be held on the same day of the 
week and during the working day as much as possible to allow staff members to plan their time. When 
faculty meetings are held prior to the start of the professional work day, teachers may leave at the 
conclusion of the student day as long as their professional obligations are fulfilled. When faculty 
meetings extend beyond the end of the professional work day, teachers may leave the following day at 
the conclusion of the student day as long as their professional obligations are fulfilled. Teachers can be 
required, at the principal’s discretion, to return for a reasonable number of evening activities. On such 
occasions, teachers may leave their respective campuses at the conclusion of the student day as long as 
their professional obligations are fulfilled.  

▪ A teacher who believes he/she is being asked to return for an unreasonable number of evening activities 
may choose to utilize the grievance procedure, as outlined in the Employee Handbook.  

▪ Each teacher shall have a duty-free lunch of at least thirty (30) uninterrupted minutes. When a thirty 
(30) minute duty-free lunch is not provided, and if the teacher has no other professional obligations, the 
teacher shall be allowed to leave at the end of the student day.  

▪ The administration shall make every effort to see that adjunct duty responsibilities of teachers are 
equally shared by all of the teachers at that particular school, and that these responsibilities are 
scheduled as far in advance as possible so that teachers may plan their instructional preparation 
activities to accommodate for them.  

 

CERTIFIED DUTIES/RESPONSIBILITIES  
Every teacher shall:  

▪ Make student learning the primary focus of the teacher’s professional time.   
▪ Hold students to strict account for disorderly conduct.  
▪ Exercise supervision over students on the playgrounds and during recess as assigned to such duty.  
▪ Take and maintain daily classroom attendance.  
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▪ Make the decision to promote or retain a student in grade in an elementary school or to pass or fail a 
student in a course in high school. Such decisions may be overturned only as provided in A.R.S. 1-342 
(11).  

▪ Comply with all rules, regulations, and policies of the Governing Board that relate to the duties as 
prescribed.  

 
(When Applicable)  

ADDITIONAL DISTANCE LEARNING DUTIES/RESPONSIBILITIES  
Every teacher shall:  

▪ Review the protocol for distance learning and comply with the objectives and outcomes in my school 
inclusive of recordkeeping and maintaining daily classroom attendance.  

▪ Check and respond to school email daily and/or any other correspondence sent by the district or my 
building administrator with no less than a 24 hour turn around.  

▪ Participate in meetings either in person or virtually as determined by state and local government officials 
at the  

▪ time of the meeting.  This could include IEP’s, staffing, PLC’s, or other meetings called for educational 
purposes.  

▪ Identify students in need of support within our student population in regards to basic needs and 
hardships.  

▪ Continue to work with the SPED Department and do their part in helping to maintain compliance with 
IEP’s ,  

▪ 504’s and student testing. • Regularly correspond with parents and students, giving timely feedback, 
support, and encouragement with supporting documentation.  

▪ Instruct students on how you will communicate with them, and how they should communicate with you.  
▪ Please stick to the normal schedule as much as possible when it comes to available virtual office hours.   
▪ Avoid having sensitive documents lying around that may be visible when broadcasting/ (pre-recording.   
▪ Start your course with instructions on what you expect from students in terms of behavior, e.g. how 

they may signal that they have a question, and whether they should mute their microphones (possible to 
enforce by using the mute all button) and turn on or off their webcam at the start of each session.   

▪ When sharing your screen, close all sensitive documents or tabs. Check your browser bookmarks and 
other open applications and furthermore, be aware that you are on camera.   

▪ Ensure that content shared with students is appropriate and accessible to all, and is course-related.   
▪ Moderating online discussions requires extra care from the teacher. If you feel uncomfortable in that 

role, ask a colleague to help moderate or try to avoid sensitive topics where possible.  
▪ Teachers must secure sensitive data they may use while operating from a remote workplace. e) Images 

involving third parties (e.g. guest teachers, test subjects etc.) may only be part of a recorded session if 
the third party agrees.  

  
A teacher shall not use sectarian or denominational books or teach any sectarian doctrines or conduct religious 
exercise.  
  
A teacher who fails to comply with the above is guilty of unprofessional conduct and is subject to disciplinary 
action by the Governing Board and by the State Board of Education.  
  
A teacher who is arrested for or charged with any non-appealable offense and who does not immediately report 
to their supervisor is guilty of unprofessional conduct and shall be immediately dismissed from employment with 
the District. (See Board Policy GCMF)  
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TEACHING CERTIFICATE  
All professional staff members must have a valid, up-to-date, teaching certificate. Original certificates are 
required to be filed with the Gila County Superintendent’s School Office and a copy needs to be submitted to the 
District Human Resources Department.  
 

EVALUATION OF PROFESSIONAL STAFF MEMBERS  
Teacher evaluations are part of a formal process. The purpose of evaluation shall be the improvement of the 
quality of instruction. Such a process, to achieve the greater measure of success, shall be predicated on the 
assumption that the evaluation will be a cooperative procedure, with the evaluator and the evaluatee having full 
knowledge of the criteria, process, and results.  
 

Teacher evaluation shall include all classroom teachers and other certificated non-administrative staff members. 
Such evaluation shall be based on Board Policy GCO and Board Policy GCO-RA with the procedures being 
outlined in such policies.  
  
Qualified evaluators shall be designated by the Board. The evaluator is responsible for the final written and 
official statement of evaluation, which shall be in writing, and a copy shall be transmitted to the certificated 
teacher within five (5) days after the completion of the evaluation.  
  
The Governing Board prescribes that the teacher performance evaluation system pursuant to A.R.S. 15- 203 (A) 
(38) shall include at least two (2) actual classroom observations of the certificated teacher demonstrating 
teaching skills in a complete and uninterrupted lesson by the person observing the teacher. There shall be at 
least sixty (60) calendar days between the first and last observations.  
  
Informal observations may be made at the discretion of the administrator.  
  
All teachers whose classroom performance is inadequate will be notified in accordance with the law and the 
contents of Policy GCO.  
  
Evaluations shall be made at least two (2) times per year for probationary teachers and at least once per year for 
continuing teachers. Teachers will be evaluated using the following schedule:  

▪ During the week of orientation: evaluation procedures shall be reviewed at each school  
▪ Prior to the end of the first semester: first evaluation, including observation, written report and 

conference shall be made.  
▪ No later than December 1: a teacher whose classroom performance is inadequate on first evaluation 

shall be given a preliminary notice of inadequacy of classroom performance and placed on an 
improvement plan. This notice will provide the teacher at least forty-five (45) calendar days in which to 
overcome the inadequacies. A copy of any evaluation(s) pertinent to the charges not to re-employ will 
be included in the written notice of intention not to re-employ  

▪ No later than April 15: second evaluation shall be made if notice of inadequate classroom performance 
has been given as a result of the first evaluation  

The official evaluation shall be in writing and signed by both the teacher and the evaluator. The teacher’s 
signature shall not mean concurrence. The teacher shall be allowed ten (10) days to write and submit any 
comments, which shall be attached to the evaluation.  
 

A copy of the written evaluation shall be transmitted to the teacher within five (5) days after completion of the 
evaluation, and a copy shall be retained for the principals file. A third copy shall be placed in the teacher’s 
personnel file and made available to authorized District officers and employees.  
 

All evaluations shall remain confidential as is provided in A.R.S. 15-537.  
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Contract Issuance  
Subject to the provisions of A.R.S. 15-539, 15-540, 15-541, 15-544 and 15-549, the Governing Board may offer to 
each teacher under contract of employment with the District for the current year a contract renewal for the next 
ensuing school year unless the Governing Board, a member of the Board acting on behalf of the Board, or the 
Superintendent gives notice to the teacher of the Board’s intent not to offer a contract and to dismiss the 
teacher as provided in A.R.S. 15-539. The Teacher’s acceptance of the contract for the ensuing year must be 
indicated within fifteen (15) work days from the date of the written contract or the offer is revoked.  
 
Teacher Dismissal  
All provisions of A.R.S. 15-538.01, A.R.S. 15-539 and other appropriate Arizona Revised Statutes shall be 
compiled within the dismissal of a teacher.  
  
A written notice of non-re-employment by the Board, or by the Superintendent if so authorized by the Board 
[A.R.S. 15-536], shall be delivered personally or sent by registered or certified mail to the teachers place of 
residence, as recorded in the District’s records.  
  
CONTRACT WORK FOR PER-DIEM  
All outside contract work for certified staff will be paid at $35.00 per hour and must be approved by 
administration prior to the work being performed.  
  
SALARY SCHEDULES  
Each year the Board will adopt a competitive salary schedule for Certified staff. Salary schedules can be found on 
the District website. Application for transfer to a schedule of higher preparation must be MADE IN WRITING to 
the Superintendent on or before March 15 prior to the school year during which professional advancement is to 
become effective and must be accompanied by official transcripts documenting graduate credit for all courses 
taken at accredited colleges and universities. A teacher who intends to attend summer school or who is enrolled 
in spring semester courses may be allowed to transfer to a higher salary schedule providing the letter of intent is 
received on or before May 15 and graduate credits must be verified by official transcripts on or before October 
15 of the fiscal year in which the advancement is granted. (Governing Board Policy GCBA-R)  
  
301 CLASSROOM SITE FUND PLANS  
Contact site representatives for a copy of the approved 301 Site Fund Plan.  
  
Positions will be filled on the basis of the experience, competency, qualifications of the applicant, and length of 
service in the District. When experience, competency, and qualification are substantially equal, the applicant 
with the greater service in the District shall be given preference.  
  
A teacher who has been employed by the District for the major portion of three (3) or more consecutive school 
years and who is currently designated in the lowest performance classification for two (2) individual who is 
qualified should have to right to move to any available position. On many occasions, a voluntary change of 
assignment can be mutually beneficial.  
  
TRANSFERS  
Requests for transfer may be initiated by teachers for vacancies and will be considered valid for only one (1) 
calendar year.  All vacancies shall be posted in accordance with Board Policy.  
  
Consecutive school years shall not be transferred as a teacher to another school in the District unless the District 
has issued a preliminary notice of inadequacy of classroom performance and approved a performance 
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improvement plan for the teacher and the Governing Board has approved the new placement as in the best 
interests of the pupils in the school.  
An employee should have the right to move to a more attractive job, location, or subject area.   
  
Involuntary Transfer  
 If a change of enrollment or funding requires a decrease in staff or departmental personnel at a particular 
school or within a particular funded program, the District shall seek volunteers prior to making any involuntary 
transfers. If an involuntary transfer becomes necessary, the employee with the least seniority shall be 
transferred.  
  
The principal has the authority to make transfers or assignment changes with the building to best meet the 
needs of the students and the educational program. This action must meet the guidelines established for 
involuntary transfers.  
  
RESIGNATION/RETIREMENT  
 All resignations or requests to be released from contract shall be presented in writing to the Board for approval. 
A release from an uncompleted contract may be granted contingent upon the availability of a well-qualified, 
certificated teacher as a replacement. (See Board Policy GCQC)  
  
Employees voluntarily terminating their service with the District are expected to give advance notice of not less 
than ten (10) working days. This notice should be submitted to the supervisor in writing and should specify both 
the last day of work and the reason for terminating. Authorized unused vacation credit will be paid to employees 
with the last paycheck. (See Board Policy GDQB) Final checks will be issued in the form of a live check, no direct 
deposit is available.   
  
Per Teacher Contract, teachers will recognize that the District will incur expenses of securing a replacement 
and/or costs for a substitute in the event the teacher does not fulfill his/her obligations under their contract. If a 
teacher fails to report to his/her assignment or resigns from employment effective prior to the end of the term 
of contract, the teacher will pay the District the amount of Two Thousand Five Hundred Dollars ($2,500.00) as 
liquidated damages, and not as a penalty. The Governing Board may waive the payment if the teacher’s 
nonperformance results from circumstances beyond the teacher’s control or from an agreement for a 
resignation in lieu of dismissal. The teacher will agree that the teacher’s signature on the contract constitutes 
the teacher’s prior written authorization pursuant to A.R.S. 23-352 for the Governing Board to withhold all or 
any part of these liquidated damages from any amount payable to the teacher after receipt of teacher’s 
resignation or failure to report to duty. The Governing Board may take any action, including filing suit, to collect 
the liquidated damages and the teacher shall reimburse the District for any collection fees, attorney fees, court 
costs or other reasonable expenses incurred by the District to collect the amount owed as liquidated damages. 
Final checks will be issued in the form of a live check, no direct deposit is available.   
  
It is the responsibility of the staff to know and understand all Governing Board policies in regards to 
resignation/retirement from the District. Questions regarding leave payouts should be first researched in policy 
then discussed with the Human Resource Department.  
  
Each San Carlos USD Teacher retiring or resigning will be required to set up an appointment with Human 
Resources for an exit interview relinquishing SCUSD property prior to issuance last paycheck.  
 
Upon completion of the resignation/retirement process and board approval, access to all district computer 
access programs will be deactivated by Human Resources alerting department heads via email.   
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SECTION FOUR:  

Support/Classified Staff and Nurses 
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AT-WILL EMPLOYEES  
 An at-will employee is a support staff member who is employed by the District for no specific term and who has 
no right of continued employment. The employment of an at-will employee may be terminated by action of the 
Governing Board for any reason or for no reason, with or without advance notice, as the Governing Board 
desires. No employee or Governing Board member shall have the authority to make any agreement or contract 
to the contrary or any agreement with an at-will employee for any specified period of time. No District policy or 
regulation or item within the District’s handbook is intended to – and shall not operate to - create any property 
or contract rights inconsistent with the at-will employment status of support staff members. (See Board Policy 
GDB)  
  
  

ASSIGNMENTS AND TRANSFERS  
 The Superintendent will determine all support staff assignments.  Such assignments shall be based on the needs 
of the District. The transfer of support staff members will be based on the needs of the District. Assignments 
may be changed to serve the best interests of the District. Staff members may apply for transfer or 
reassignment.  (See Board Policy GDJ)  
  
(WHEN APPLICABLE)  

DISTANCE LEARNING JOB ASSIGNMENTS AND RESPONSIBILITIES   
▪ I will be on call and readily available if my role and assistance is essential to the needs and help of 

students and/or the general operation of the school that may be outside of my regular work 
responsibilities.  

▪ I will complete professional development assigned to me (when appropriate).  
▪ I will log hours of work and provide description of work to my immediate supervisor each week.  
▪ Task may include but are not limited to; custodial, maintenance, teacher support, parent support, food 

service, student support, transportation, technical support and or ensuring the safety of our students 
and staff that meet the objectives and outcomes of the SCUSD distance Learning Plan.  

 

TIME CLOCKS/PROCEDURES  
San Carlos Unified School District has implemented the Time Clock Plus Timekeeping System in order to 
automate the timekeeping process. All non-exempt employees shall use this system.  
  
Each non-exempt (hourly) employee is required to have a record of hours worked.  In departments using time 
clocks or the web-based time keeping system, the following regulations will apply:  
 

▪ Employees are required to clock in prior to their assigned start time, and must clock out when they go 
off duty.  

▪ Employees are required to clock out any time they leave the work site for any reason other than 
assigned work duties.  

▪ Employees must clock in and out at their designated duty station.  
▪ Unless permission to do otherwise is authorized in writing by the employee’s supervisor, no employee 

may clock in more than 5 minutes prior to, or 5 minutes after, the start of their shift.  Employees may 
not clock out more than 5 minutes prior to or 5 minutes following the end of their work time.  

▪ Clocking in within the time-frame specified in item three, will be calculated as an on-time report for 
duty.  

▪ Depending on the department procedures, time recorded will be the work-time paid or employees will 
be paid from time sheets verified by actual recorded times.  Any adjustments to the recorded time must 
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be approved by the employee’s supervisor.  Office Managers/Editors will be accountable to their 
department head for any manual changes submitted.  

▪ Employees must clock out for their designated lunch time.  Lunch is not automatically deducted from 
the employee’s time.  

▪ Employees must stay in the assigned work area during their break and should not clock out for their 
designated break times.  Breaks must remain on site.  Employees wishing to go off site for their break 
must clock out for such time.  

▪ Employees who have physically worked time in excess of 40 hours per week will be paid time-and-a-half 
for all time exceeding 40 hours.   

▪ Except in emergency circumstances, prior permission to work overtime should be approved in writing by 
the department supervisor and overall approval by the Superintendent.  

 
Violations of these procedures may result in disciplinary actions; including oral or written warnings, suspension 
without pay and/or termination.  Under no circumstance may one employee clock in or out for another 
employee.  Any employee participating in this type of violation will face immediate termination.    
 

OVERTIME  
 Consistent with the Fair Labor Standards Act, all non-exempt employees will be compensated at a rate of one 
and one half (1 ½) times the employees’ regular hourly rate for any hours worked in excess of forty hours during 
a work week. The immediate supervisor must approve the hours before employee works. 
  
Overtime or, in the case of an emergency, immediately upon completion of the work or as soon thereafter as 
possible. (See Board Policy GDL-R)  
  
For the purpose of calculating regular and overtime hours in accordance with wage and hour requirements, the 
District’s designated work week shall begin at 12:01 a.m. on Saturday and conclude at 12:00 midnight the 
following Friday.  
 
All overtime must be approved by the superintendent, prior to incurring hors worked over 40.  Overtime not 
approved prior to, may result in disciplinary action. 
 

STAFF WORKLOAD  
The normal work week for classified support staff personnel will not exceed forty (40) hours per week. Typically, 
the week will be based on eight (8) hours per day, five (5) days per week; however, the Superintendent may 
designate other work week structures to meet varying conditions and needs of the District. Employees will be 
notified at least one week in advance of any modification to the work week plan.  
  
Individual employee work schedules will be based on the position held by the respected employees and on 
District needs as identified during the respective employees and on District needs as identified during the 
employment process.  
 

EVALUATIONS  
All support personnel shall be evaluated by the appropriate supervisor or administrator. A written evaluation of 
effectiveness of each support staff member shall be completed during his or her first year of employment. The 
first evaluation shall be no later than 80 days after the first day of work. A second first- year evaluation will be no 
later than the anniversary date of employment. At least once each year thereafter, an evaluation will be 
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conducted. The evaluation will be used to increase job proficiency and for recommending continued 
employment. (See Board Policy GDO)  

  

CONTRACT WORK FOR PER-DIEM  
All outside contract work for classified staff will be paid at their hourly rate and must be approved by 
administration prior to the work being performed.  
  
  

RESIGNATION/RETIREMENT  
Employees voluntarily terminating their service with the District are expected to give advance notice of not less 
than ten (10) working days. This notice should be submitted to the supervisor in writing and should specify both 
the last day of work and the reason for terminating. Authorized unused vacation credit will be paid to employees 
with the last paycheck. (See Board Policy GDQB) Final checks will be issued in the form of a live check, no direct 
deposit is available.   
  
Each San Carlos USD Employee retiring or resigning will be required to set up an appointment with Human 
Resources for an exit interview relinquishing SCUD property prior to issuance last paycheck.   
 
Upon completion of the resignation/retirement process and board approval, access to all district computer 
access programs will be deactivated by Human Resources alerting department heads via email.   
  

SALARY SCHEDULE  
Each year the Board will adopt a competitive salary schedule for Classified staff.  Salary schedules can be found 
on the District website.   
  

BUS DRIVER REQUIREMENTS  
Bus drivers employed by the District or employed by contractors who provide transportation services to the 
District shall comply with applicable provisions of the Commercial Motor Vehicle Safety Act of 1986 and all 
applicable requirements of the state of Arizona.  
  
The District will assume the cost of required physical examinations, and the drivers will assume the cost of 
obtaining a valid commercial driver’s licenses as required by law. (See Board Policy EEAEA and A.R.S. 28-3228)  
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D. LOST KEY POLICY 
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 Key and Building Security Manual 

    

  Introduction   

In an educational institution there is a need to balance the accessibility and use of facilities with the need to 
provide a safe and secure environment. Convenience must sometimes be compromised in order to maintain 

security. Each school district employee must share in the responsibility to assure security for all students, 

employees, and property.   

 

The San Carlos Unified School District Schools Safety & Facilities Department works to provide mechanical and 

electronic access to district facilities. This document defines the procedures that govern key and electronic 

access control at the San Carlos Unified School District.  

 

  Procedures   

San Carlos Unified School District No. 20 shall maintain a locking system for the protection of its students, 
staff, facilities, property, and information. All locks, keys, electronic access cards and access codes are the 

sole property of San Carlos Unified School District No. 20 and will be issued to employees based on their 
need for access. The school district reserves the right to change locks, keys, and access codes as needed.  All 

residential facilities will be locked twenty-four hours a day, except when residents are moving in or out of 

the facility. All other facilities will be locked whenever possible, depending on use and scheduling.  No one 

may place a lock on a school district facility, interior or exterior, or transfer their keys to another person 

without the express permission of the Superintendent and the School Safety/Facilities Director, or their 

designees.  

 All keys and electronic access cards must be returned to San Carlos Unified School District Human Resources 

Office upon termination of employment or enrollment.  

 

  Terms  

Change Key level:  

The lowest level of key in a keying system. Change keys open only individual doors.  

Keys above the change key level:  

Keys that open a group of doors.   

Director:  

The person in charge of a particular department who has ultimate responsibility for that department, i.e., 
Principal, Associate Principal, Dean, Supervisor, department lead.  

    

 Issuance of Keys  
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San Carlos Unified School District, (SCUSD) employees will be issued keys based upon their need for 

access.   

a. Employee key requests shall be made to the department administrator for approval first, then 

to the School Safety/Facilities Director, using the SCUSD School Dude program and the SCUSD 

Key Request form, which can be found on our school website, www.sancarlosbraves.org, under 

our Employee “Quick Links.”   

b. The appropriate Supervisor must provide written authorization on each key request. The full 
name of the person to whom the key will be issued, (requester) must be provided.   

c. The School Safety/Facilities Director or his/her designee must authorize all key requests in 

writing.   

d. Electronic signatures will not be allowed on key request forms. Key request forms cannot be 

submitted electronically.   

 Requests for residential apartment keys and residence gate keys shall be made by Human Resources Director to 

School Safety/Facilities Director on a Work Order or School Dude.  

  

Key request procedure is as follows:  
The SCUSD Request form is available on our school website, www.scbraves.net under our Employee “Quick 

Links.” The Employee must have prior approval from their department administrator first, prior to submitting 

their request on our School Dude program.  

 

1. The requester must read & sign the Key Request form before it is submitted to the School 
Safety/Facilities Director’s office.   

2. The completed form must be delivered or sent by district mail to the School Safety/Facilities 
Director’s Office.  

3. The requester will be notified by phone when the keys requested are ready, normally within 10 
working days from the time the request arrives at the School Safety/Facilities Director’s Office  

4. The requester must come to the School Safety/Facilities Director’s Office, show a picture ID and 
sign for the keys requested. 

5. Students will not be issued any keys other than their school ID badge.  
6. Outside contractors and vendors who are operating on a multi-year contract with SCUSD may be 

issued keys for the duration of their contract. The School Safety/Facilities Director will determine 
which keys are issued, and must provide written authorization. Outside contractors and vendors 
are subject to the same key issuance requirements as SCUSD employees.  

7. Outside contractors and vendors who are not operating under a multi-year contract with SCUSD, 
and who need keys to perform work on campus will sign out keys from the School 
Safety/Facilities Director or her/his designees on a daily basis. The School Safety/Facilities 
Director or his/her designee must authorize key sign outs to outside contractors and vendors.   

8. Keys for academic, administrative, and other non-residential life facilities can be signed out to 
staff for reasons of employment duties, study projects, or other legitimate purposes. Keys for 
sign-out to staff must be requested by the Supervisor responsible for that staff member. 
Faculty/staff requesting keys for sign-out to staff will be responsible for complete, accurate 
record keeping, distribution, proper use, and return of these keys. These faculty/staff members 
will be responsible for lost key charges and re-keying charges, as listed on the Key Request form.  
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9. Keys above the change key level cannot be signed out to faculty, or staff, except from the School 
Safety/Facilities Director’s Office.   

10. Substitute faculty will be issued office keys only. Building keys may be issued with the written 
authorization of the Principal once it has been determined that “after hours” access is necessary.  
10. Any key above the change key level issued to a SCUSD employee shall not be removed from 
campus. These keys must be stored in a secure area, inside a locked box, which has been 
approved by, and can be provided by the School Safety/Facilities Director’s office. Employees will 
be issued change keys that will give them access to their building and office, and which they may 
take off campus.  

11. Extra keys will not be issued to faculty or staff.   
12. The School Safety/Facilities Director will review all requests for keys above the change key level. 

Overall campus security shall be the primary consideration in making the decision to grant a 
request for keys above the change key level. The following questions will also be considered:  

 

a. Is it physically possible to make the requested key within the SCUSD keying system?  

b. Can the access needs of the requesting party be accommodated, and security better served, by 

issuing a change key, (or keys) instead of a key above the change key level?   

c. Do the reasons supporting the request adequately justify the security loss caused by the issuing of 
a key above the change key level?  

  Lost or Stolen Keys – SCUSD Employees   

1. All lost or stolen keys must be reported to the SCUSD School Safety/Facilities Director’s department 

as soon as possible.  

   

2. Requests to replace lost or stolen keys must conform to the requirements listed under “Issuance of 

Keys”.  

  

3. The request to replace lost or stolen keys shall be accompanied by a written explanation describing 
the facts surrounding the loss, particularly the location of the loss, what identifying marks were on 

the keys, and what doors the keys open. Based on the factors involved, the School Safety/Facilities 

Director or his/her designee will decide to replace the keys or have the locks rekeyed.   

  

4. The fees for key replacement will increase with subsequent losses by the same individual.  

  

5. Please see San Carlos Governing Board Policy EDC - Authorized Use of School Owned Materials and 
Equipment Cost for lost keys District compensation must occur within 30 days or will be deducted 

from the next payroll, following the 30 days.   

• Classroom Key $50.00/per key  

• Master Key $75.00/per key   

• Grand Master 100.00/per key  

 

 Lost or Stolen Keys – Non-district Personnel  

1. Non-college personnel, (outside contractors, vendors) who lose keys they have signed out, shall 

assume the cost of replacement keys and the cost of any re-keying required as a result of the loss.  
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2. See San Carlos Governing Board Policy EDC - Authorized Use of School Owned Materials and 

Equipment.   

 

 

 

 Return of Keys  

1. At the end of their SCUSD contract/at-will agreement, all ten (10) month employees must return all their 
SCUSD issued keys and employee ID badge, to Human Resources before they leave on break. There will 
be a scheduled check out process at the end of the semester.  

 
2. At the end of their SCUSD employment, all employees must return all their SCUSD issued keys, and 

employee ID badge (excluding any departmentally controlled cabinet or desk keys) to Human Resources 
at their exit interview.   

 
3. Human Resources will deliver all returned keys to the School Safety/Facilities Director’s Office with 

written identification of the employee who returned the key(s).  
 

4. When a SCUSD employee transfers to a different area, they must return the keys they no longer need to 
the site supervisor with written identification. The site supervisor will complete the Return Key Form and 
email it to the Safety/Facilities Director or his designee which will then be recorded as assigned to the 
supervisor receiving the key(s).  

 
5. Students will return their student ID badge prior to the end of school out or if they leave prior to the end 

of the semester.  
  

  Loaning of Keys  

1. School district employees and students shall not transfer issued keys, access cards, or access codes.    

2. Anyone found in possession of another’s keys, card, or code shall have the keys or card confiscated by 

school Security.   

3. Return of the keys or card to the owner will be at the discretion of the Superintendent and the School 

Safety/Facilities Director  

4. Individuals violating the manual on the loaning of keys will be subject to disciplinary action.  

▪ Accessing Buildings When Without Keys, Card, Or Code   

▪ Any employee who needs to enter a locked campus building or office for work duties before, or after 
lock-up, and is without his/her key, card, or code, must request access from their site Supervisor and 

follow proper protocol. Employees must be prepared to identify themselves to Campus Security.   

▪ Access to high security areas will require prior written permission from the Superintendent and the 

site Supervisor of the appropriate department.  

 

Accessing Buildings After Lock-Up   

 The hours after lock-up when staff may have access to a building will be determined by the necessity to keep 

unused areas of the building from being accessed. The building manager or department supervisor will consult 

with the School Safety/Facilities Director to set after lock-up hours. 2. Staff requesting access to a building after 
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lock-up must be listed on a pre-approved access list at Campus Security. The staff must show a current SCUSD 

I.D. card. A faculty or staff member responsible for that area must forward updated lists to Campus Security at 

the beginning of the semester.   

  

 Code (combination) Locking Devices   

▪ The codes on mechanical and electronic code locks shall be changed only by the SCUSD locksmith.   

▪ Bypass keys for mechanical and electronic code locks shall only be available to maintenance 
personnel and Campus Security.   

▪ The department supervisor, (the person in charge of an area using code locks, i.e.: Principal, 

Associate Principal, Dean, department Supervisor, Lead, or their designees) must request regular 
code changes for locks by submitting a Work Order through School Dude. The Superintendent and 

the School Safety/Facilities Director will determine an appropriate code change frequency  

▪ The department supervisor should request a code change if any of the following conditions arise: a. 

The current code is lost or compromised. b. An employee who knows a code, and transfers, leaves 

her/his employment at SCUSD, or moves to a different room/area. C. One academic year has 

passed since the last code change.   

▪ The department supervisor will maintain a record of code change dates  

  

  Academic/Administrative Code Request Process Personal Code Requests  

  

1. Personal codes are issued to faculty/staff who need code access. The same personal code can be 

programmed into multiple locks. Only faculty/staff who are on continuing employment at SCUSD may 

be issued personal codes. Students cannot be issued personal codes.  

2. Personal code requests must be submitted to the SCUSD Facility department by the appropriate 

department Supervisor, designated administrative assistant/building manager, using the Personal 

Code  

3. Request form. (Contact the SCUSD School Safety/Facilities Director for the form location.)  

4. The completed personal code request form must be read and signed by the “Personal Code Recipient” 

(see form), BEFORE being submitted to the SCUSD Maintenance department. This form is a legal 

document which must be submitted with signatures in ink, and cannot be transmitted electronically. 

Electronic signatures will not be allowed on personal code request forms.  
5. The personal code will be communicated from the SCUSD Facility department to the code recipient, 

or the appropriate site Supervisor, designated administrative assistant/building manager, by 

phone/voicemail.  

 

(Note that the personal code request form MUST include a phone number for the code recipient.) 5. The 
appropriate site Supervisor, and the designated administrative assistant/building manager must keep records 

of all personal code requests she/he submits to the SCUSD Facility department. These records are subject to 
review by the Superintendent and the School Safety/Facilities Director.  

6.All questions from faculty/staff concerning lost, forgotten, or compromised personal codes must be referred 

to the SCUSD Facility department.  
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 Records Management  

  

1. The SCUSD Facility department shall maintain a database containing records of all keys and codes 

issued for SCUSD facilities. The Facility department will also maintain all records of key requests.   

 

2. The Human Resources Department shall maintain a record of access cards and card access codes 
distributed for all SCUSD employees as well as maintain all records of employee and tenant key 

issuance/return.  

  

 

  Maintenance of Locking Systems  

  

1. Maintenance and installation of key and combination locking systems is the responsibility of School 
Safety/Facilities Director. Requests for repair or replacement of locks should be made by submitting a 

Work Order to the Maintenance Office through our School Dude program. Staff tenants must make 

requests for lock repair to the Human Resources Office, who will then submit a Work Order to the 
Maintenance Office.   

 

2. Emergency repair requests must be made by phone to the Maintenance Office, (928-4752315 ext. 

5028 or ext. 5025) between the hours of 7:30 AM to 4:00 PM, and to Campus Security Dispatch, (928-

200-0008) during other hours.  

 

3. Maintenance of the card access system is the responsibility of the Department of School 

Safety/Facilities and designee. Requests for repair should be made to them by phone. Requests for 

replacement of access cards for the facilities should be made by using School Dude. Review This 

procedure will be subject to annual review.  

  

 Maintenance of District Office School Vehicles  

 

Employee district vehicle key requests shall be made to the Human Resources Department Office.  

  

The Human Resources Department, using a SCUSD School Vehicle Key Request form, which can be located in 
the HR office, will be completed showing record of issuance. The form will include:  

1. Information including full name of the employee to whom the key will be issued b.  Travel 
designation.   

2. Date(s)/time(s) of departure and return.  

3. Mileage before and after use.  
4. HR Verification of Arizona Security Clearance Driving Restriction.  

  

Vehicle keys reported as lost fall under the San Carlos Governing Board Policy EDC - Authorized Use of School 

Owned Materials and Equipment Cost for lost keys.  Costs for replacement will be based on the manufacturers 

costs to replace the key and/or fob. 
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E. ASSET DISPOSAL 
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F. TECHNOLOGY – WRITTEN INFORMATION SECURITY 
PROGRAM  
     (WISP) 

 
San Carlos Unified 

School District 
Written Information 

Security Program (WISP) 

Version: 1.0 

Effective 

Date: 

June 30, 2025 

IT Department Compliance Manager 

Document Owner Approver 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

DISCLOSURE STATEMENT 

This document is the property of San Carlos Unified School District; it contains information that is proprietary, confidential, or otherwise 

restricted from disclosure. If you are not an authorized recipient, please return this document to the above-named owner. Dissemination, 
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distribution, copying or use of this document in whole or in part by anyone other than the intended recipient is strictly prohibited without prior 

written permission of San Carlos Unified School District. 
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PURPOSE 

The purpose of the WISP is to ensure that appropriate measures are put in place to protect San Carlos 
Unified School District information and the Information Technology (IT) systems, services, and 
equipment of San Carlos Unified School District and associated infrastructure. This includes protecting 
the integrity, availability, and confidentiality of information, preventing loss of services, and complying 
with legal requirements. 

 

Additional objectives include securing San Carlos Unified School District, employees, students, and their 
assets against theft, fraud, malicious or accidental damage, breach of privacy or confidentiality, integrity, 
and availability. 

• Information Confidentiality – Ensures that only the people who are authorized to have access to 
information are able to do so. 

• Information Integrity - Maintains the value and the state of information so it is protected from 
unauthorized modification. 

• Information Availability – Ensures that information and information systems are available and 
operational when they are needed. 

 

SCOPE 

This program applies to all individuals who manage and are responsible for San Carlos Unified School 
District’s Information Resources, including 3rd parties and contractors. The scope encompasses the 
following Information Security Program efforts: 

• Risk Assessment 

• Information security 

• Data governance and classification (what types of data do you store and where) 

• Asset inventory and device management (physical count of computers and devices) 

• Access controls and identity management (passwords, network access control, and 
authentication methods) 

• Business continuity and disaster recovery planning and resources (backups and data loss 
prevention) 

• Systems operations and availability concerns (procedures in the event of a cyber security event) 

• Network and system security 

• Systems and application development and quality assurance 

• Physical security and environmental controls (locked doors, logging off at night or when away 
from desktop) 

• Customer data privacy 

• Data disposal 

• Vendor and third-party service provider management (assurances that your partners are 
secure) 

• Incident Response Plan 

PROGRAM 

Security rules and procedures protect important assets and support San Carlos Unified School District’s 
overall mission. Through selecting and applying appropriate safeguards, security helps San Carlos Unified 
School District’s mission by protecting its physical and financial resources, reputation, legal position, 
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employees, and other tangible and intangible assets. 

Each member of San Carlos Unified School District is responsible for the security and protection of 
electronic information resources over which he or she has control. Resources to be protected include 
networks, computers, software, and data. The physical and logical integrity of these resources must be 
protected against threats such as unauthorized intrusions, malicious misuse, or inadvertent compromise. 

 
INFORMATION SYSTEMS RISK MANAGEMENT 

Implementing and adhering to organizational policies and procedures is a collaborative effort, requiring a 
true commitment from all personnel, including management, internal employees and users of system 
components, along with vendors, contractors, and other relevant third parties. 

A risk assessment, risk analysis, and risk treatment plan shall be implemented, maintained, and 
reviewed at least annually. 

This Security Policy and supporting policies are maintained and disseminated to the appropriate staff. 
Policies shall be reviewed at least annually and updated as need when the environment changes. 
Policies and procedures comply with information security standards, implementation specifications, and 
compliance requirements. 

San Carlos Unified School District’s information systems must be able to positively identify the user, as well 
as ensure that the user is only able to access information and functions that have been authorized (least 
privilege). 

Staff shall refer to the Risk Management Policy to ensure proper steps are taken to identify and reduce 
risks to acceptable levels. 
 
DATA CLASSIFICATION 

Data shall be classified as listed below, per the Data Protection and Classification Policy. 

 
Public: can be shared freely on the San Carlos Unified School District website, discussed in public and with 
anyone, and disseminated freely. Public information, as the name implies, is public, poses little to no risk to 
San Carlos Unified School District and does not require any additional controls when in use. Examples of 
“Public” data may include but are not limited to: 

• Public-facing informational websites 
• Public event calendars 
• Hours of operation 
• Press releases 
• Finalized marketing materials 

 
Internal: Internal information is company-wide and should be protected with limited controls. While this type 
of data may not be explicitly protected by statute or other contractual regulations, it is not commonly 
intended for public use or access. 
Unauthorized disclosure or modification could result in minor damage or small financial loss, cause a minor 
impact on the privacy of an individual or group, or result in some damage to organizational business and 
reputation. Examples of “Internal” data may include but are not limited to: 

• Employee handbooks, security policies and procedures, emails with no Confidential or Restricted 
information, or other corporate policies and company-wide memos 

• Routine email and business records not containing Confidential or Restricted data 
• Calendar information not containing Confidential or Restricted data 



 

 

• Meeting notes not containing Confidential or Restricted data 
• Licensed software/software license keys 

 
Confidential: Confidential information is team-wide, and its use should be contained within the organization 
and to those with a direct need to know. If mishandled, Confidential information could reasonably be 
expected to have some negative affect on business and reputation, could result in legal action, harm the 
privacy of a customer, cause moderate financial loss, or contribute to reputational damage. This classification 
may also apply to partner data. This is any material that is created or stored in support of a specific partner 
engagement. Partner data must be handled in accordance with San Carlos Unified School District Confidential 
data requirements or any contractual requirements, whichever is most restrictive. 
This classification level also includes lower risk items that, when combined, represent an increased 
risk. Examples of “Confidential” data may include but are not limited to: 

• Non-public product or service pricing, marketing materials, contact information, and sales or services 
information 

• Personally identifiable information not already classified as Restricted 
• Security camera recordings 
• Building entry records 
• IT security or risk related information, exception requests and system security plans 
• Customer or partner information, customer or partner provided documentation, contract 

agreements/proposals, customer communications and customer deliverables 
• System maintenance records 
• IT data related to the design of the network 
• Employee records and information not otherwise classified as Restricted 

 
Restricted: Restricted information is highly sensitive, and its use should be limited to a need-to-know basis. 
Restricted information may be protected with a Non-Disclosure Agreement (NDA) to minimize legal risk. Some 
Restricted information may have federal or state regulatory or legal compliance requirements. If mishandled, 
the organization could reasonably expect a significant financial or legal impact to the business or reputation. 
Unauthorized disclosure or modification of Restricted data or resources could result in significant fines or 
penalties, regulatory action, or civil or criminal violations. Protection requirements also extend to information 
or information systems which create extensive “shared- fate” risk where compromise or exposure would cause 
significant adverse  impact  to  additional  information  or  information   systems. Examples of “Restricted” data 
may include but are not limited to: 

• Trade secrets (e.g., source code), intellectual property, non-public corporate financial data 
• Data or data systems create extensive "Shared-Fate" risk between multiple sensitive systems, e.g., 

enterprise credential stores, access control lists, etc. 
• Data elements with a potential statutory requirement for notification to affected parties in case of a 

security incident 
• Government issued identification numbers, such as Social Security number (SSN), Driver's license 

number, state ID card number, Tax ID number, passport number, military ID number, other 
government-issued ID numbers 

• Financial account numbers, credit or debit card numbers and financial account security codes, access 
codes, or passwords 

• Personal health information (broadly defined, to include any aspect of condition, illness, diagnoses, 
insurance, etc.) 

• Biometric data (including, but not limited to, biometrics used for authentication purposes, such as 
facial recognition) 

• A username or email address, in combination with a password or security question and answer that 



 

 

would permit access to an online account 
• To the extent applicable, General Data Protection Regulation (GDPR) special categories (Article 9 

‘sensitive’) of identifiers 
• Passwords, PINs, and passphrases, or other authentication secrets that can be used to access or 

manage organizational resources 
• Information providing access to systems that affect life and safety 
• Sensitive human resources/HR-related information 
• Attorney-client privilege information 

 
PROTECT CONFIDENTIAL AND RESTRICTED DATA 

Security mechanisms are implemented to ensure information security and protect against data leakage 
through e-mail, social networks, and instant messaging applications. 
Technologies such as fingerprinting shall be employed to ensure sensitive information can’t be copied, 
printed, or e-mailed. Sensitive information shall not be copied, moved, or stored onto local hard drives or 
removable electronic media unless explicitly authorized for a defined business need. Three types of products 
shall be used to protect against data leakage: 
Network based Data Loss Prevention (DLP) solutions shall scan network traffic such as e-mail and instant 
messages for sensitive data. 

• Endpoint DLP products shall tag and monitor sensitive data on servers, desktops, mobile devices, and 

other technologies that store data. 

• Discovery DLP solutions shall locate and identify sensitive data. 

Access to systems with shared network infrastructure shall be restricted to authorized personnel in 
accordance with security policies, procedures, and standards. Networks shared with external entities shall 
have a documented plan detailing the compensating controls used to separate network traffic between the 
organizations. 

 
ASSET MANAGEMENT AND DEVICE CONTROL 

Management of information assets (network, application, and database) is used to minimize the risk that 
investments in technology will be lost due to theft and destruction and ensure that they are properly 
allocated to end users to optimize usage and workplace productivity. The inventory and classification 
practices are used to support the “related” policies of Change and Incident management, Patching and 
Vulnerability management, Backup and Disaster Recovery, amongst others, and to ensure that use is in 
compliance with organizational, legal and regulatory standards. 
 
ACCESS CONTROL AND IDENTITY MANAGEMENT 

Access to the Company’s information assets, its information processing facilities, and related business 
processes, is subject to the defined access controls associated with the business need and security 
requirements. Access control requirements are defined and implemented from a logical and a physical 
perspective by Information Technology (IT) with details listed in the Access Control Policy. 

• Access control rules and rights for each user or group of users are part of the group’s defined business 
requirements and include controls such as passwords, locking accounts due to invalid logon attempts, 
and inactivity timeouts. 

• Access control mechanisms are implemented to apply to all layers of San Carlos Unified School District’s 
network and to safeguard and limit access to key information assets as follows: 
o Individual access is authorized and provided only to those whose identity is established, and 

activities are limited to the minimum required for business purposes. 



 

 

o Users and devices are assigned to only the access required to perform required job functions. 
o Access rights are updated based on personnel or system enhancements/changes and the type of 

access (routine or privileged). 
 
INFORMATION SYSTEM LIFE CYCLE 

San Carlos Unified School District’s IT Department is responsible for developing, maintaining, and managing a 
Software Development Life Cycle (SDLC). 
The disposal of hardware, software, and information requires special consideration. 
 
AUDIT AND MONITORING TECHNIQUES 

Where possible, the CISO shall use Certified Information Systems Auditors to audit the security controls of San 
Carlos Unified School District’s Information Systems. Security audits shall be performed on an annual basis or 
more frequently if major changes occur to Information Resources. 
Without frequent monitoring and logging, it is difficult to assess the effectiveness of access controls. 
Unauthorized access can remain undetected, enabling information to be disclosed to persons with possible 
malicious or fraudulent intent. Access to the Company’s network and communications shall be logged and 
monitored to identify potential misuse of systems or information. System access must be monitored regularly 
to prevent attempts at unauthorized access and to confirm that access control systems are effective. Logs 
shall be kept secure and are only available to personnel authorized by IT Management. 
Monitoring systems and audit trails shall be used to prevent unauthorized personnel from accessing The San 
Carlos Unified School District’s Information Resources. 
 
GENERAL INFORMATION SYSTEMS SECURITY PROCEDURES 

San Carlos Unified School District recommends the best practice protective measures to reduce the risk of 
loss, damage, or disclosure of information. The following guidelines identify Information Systems controls that 
ensure that the system is properly used, resistant to disruptions, and reliable. 
 

Access to information 

• Use – Employees are a first line of defense and shall follow safe computing practices as outlined in the 

Acceptable Use Policy. 

• Passwords – Passwords are a key component to system security. Refer to the Password Policy for more 

information. 

• Logon attempts – Employees shall be locked out after five consecutive invalid logon attempts within a 24-

hour period. The lockout duration shall be at least 30 minutes or until a system administrator enables the 

user ID. 

• Inactivity – Employees shall be automatically logged off after 15 minutes of inactivity. 

• Screen savers – Password protected screen savers are required and shall be activated after 15 minutes of 

inactivity. 

• Inactive IDs - User IDs that are inactive on the system for a period of three months must be disabled. 

• Clear desk – San Carlos Unified School District shall ensure sensitive information remains secure by clearing 

their desks when they will be away from their office, positioning monitors to prohibit unauthorized viewing, 

etc. 
• Media – Media must be handled according to Removable Media requirements 

• Data storage – computers and handheld devices contain hard drives and non-destructive memory that may 

contain sensitive information. 



 

• Third-Party access – Prior to granting individuals physical or logical access to information resources, 

agreements with staff, third party users, and clients shall be in place and include responsibility for 

information security. Refer to the Vendor and Third-Party Risk Management Policy for more information. 

 

Communications and operations: 

• Diagnostic ports – Physical and logical access to diagnostic and configuration ports shall be controlled. 

Refer to the Network Security Policy and Physical Security Policy. 

• Border routers – Border routers may be used to filter traffic and protect against spoofed IP addresses. 

• Firewalls – Firewalls shall protect the network and limit traffic to only approved activities. 

• Location – Access to Information Resources may be based upon physical or logical location. Similarly, users 

can be restricted based upon network addresses (e.g., internal users may be permitted greater access than 

those from outside the organization). 

• Time – Time and day restrictions may be used to limit access to data (e.g. access to personnel files may 

only be allowed during normal working hours). 

• Transaction - Transaction based access criteria can be used. For example, access to a particular account 

could be granted only for the duration of a transaction. When completed, the access authorization is 

terminated. 

• Management – Networks shall be managed and controlled to protect information in systems and 

applications. 

• Service levels – Security mechanisms, service levels, and management requirements of all network services 

shall be identified and included in network services agreements, whether these services are provided in-

house or outsourced. 

• Segments – Groups of information services, users, and information systems shall be segregated on 

networks. 

 

Information security protection: 

• Account management – Policies and procedures shall manage the process of creating, monitoring, 

controlling, and removal of accounts. Refer to the Access Control Policy for more information. 

• Authentication data – Information Systems must protect authentication data as it is entered, including 

suppressing the display of the password as it is entered, and orienting keyboards away from view. 

• Backups – Backups protect against accidental or deliberate destruction of data. 

• Configurations – Staff must protect data by implementing and maintaining authorized hardware and 

software configurations. 

• Malware – Security systems must be in place to protect systems against computer "Malware". 

• Software – Installing unapproved software can cause damage, invalidate warranties, or have other 

negative consequences. 

• Acquisitions – Only hardware or software acquired through San Carlos Unified School District’s approved 

policies and procedures may be installed. 

• Timeliness – Staff shall act in a timely, coordinated manner to prevent and to respond to breaches of 

security to help prevent damage. However, if action is taken, it should not jeopardize the security of 

systems. Refer to the Incident Response Policy for more information. 

• Training – San Carlos Unified School District must establish a computer security awareness and training 



 

program. Such a program requires proper planning, implementing, maintaining, and  periodic evaluation. 

Refer to the Security Awareness and Training Policy for more information. 

• Access control lists (ACLs) – IT security Staff shall consider the use of ACLs to segment systems and enhance 

security. ACLs are a register of users (e.g. groups, machines, processes) permitted to use a particular system 

resource and the types of access they have been permitted. 

• User interfaces – Access to specific functions shall be restricted, never allowing users to request 

information, functions, or other resources for which they do not have access. Three major user interfaces 

include menus, database views, and physically constrained user interface (e.g. access card, key, etc.). 

• Confidentiality – The requirements for non-disclosure (e.g. confidentiality agreements) reflect San Carlos 

Unified School District’s need for to protect data and operational details. Such requirements shall be 

identified, documented, and reviewed at planned intervals. 

• Denial of Service – A Risk Assessment shall identify Denial of Service (DoS) and Distributed Denial of Service 

(DDoS) attack threats. A Risk Analysis shall identify the likelihood of the event and impact on the 

organization. Preventive, detective, and corrective controls shall be identified and implemented as needed. 

• Intrusions – Intrusion detection systems (IDS) and/or intrusion prevention systems (IPS) shall be used to 

detect and/or prevent intrusions into the network. All IPS and IPS engines, baselines, and signatures shall 

be kept updated. 

• Change – Change detection systems (e.g. file-integrity monitoring tools) shall alert personnel to 

unauthorized modification of critical system files, configuration files, or content files. Such systems should 

be configured to perform critical file comparisons at least weekly. Note: For change detection purposes, 

critical files are usually those that do not regularly change, but the modification of which could indicate a 

system compromise or risk of compromise. Change detection mechanisms such as file- integrity monitoring 

products usually come preconfigured with critical files for the related operating system. Other critical files, 

such as those for custom applications, must be evaluated and defined by IT security Staff. IT security staff 

shall implement a process to respond to any alerts generated by the change detection solution. 

• Monitoring – Systems shall monitor all traffic at the perimeter of environments containing sensitive 

information as well as at critical points in the environment containing sensitive information. Such 

monitoring systems should issue alerts to personnel of any suspected compromises. 

 

Physical security protection: 

• Environmental conditions – Staff shall minimize costly disruptions caused by data or hardware loss. Refer 

to the Physical Security Policy to reduce risks related to environmental threats and hazards and 

opportunities for unauthorized access. 

• Display – Staff must be aware of the visibility of data on their computer or handheld device display screens. 

Staff may need to reposition equipment or furniture to eliminate over-the-shoulder viewing.



 

 

INCIDENT RESPONSE HANDLING 

San Carlos Unified School District establishes and maintains a coordination of San Carlos Unified School District’s 
response to computerized and electronic communication systems incidents to enable quicker remediation, 
information gathering and reporting of infrastructure and security related events. 
 
BUSINESS CONTINUITY AND DISASTER RECOVERY 

Business continuity planning involves arranging for emergency operations of critical business functions and for 
resource recovery planning of these functions following a natural or man-made disruption. 
 
RESPONSIBILITIES 

San Carlos Unified School District will ensure that all staff are provided with the time, training, and support to learn, 

understand, and implement the Written Information Security Program (WISP) and subsequent procedures. Management 

is responsible for a top-down approach and in ensuring that all staff are included and have the support needed to meet 

the regulatory requirements in this area. 

POLICY COMPLIANCE 

Failure of any employee to comply with all personnel security requirements will result in sanctions up to and 
including termination. Offers of employment are contingent upon satisfactory completion of all screening 
requirements. 

EXCEPTIONS 

Exceptions to this standard are not generally permitted in accordance with the Organizational Information Security 
Policy. Exception requests will be handled on a case-by-case basis. Any requests or additional questions may be 
directed to the San Carlos Unified School District IT Department. 

REVISION HISTORY 

This standard will be reviewed as needed, and at a minimum on an annual basis, by the San Carlos Unified School 
District Department in coordination with the Information Security Steering Committee for accuracy and 
continued applicability. This standard will be updated and approved as changes are required. All changes and 
revisions will be recorded in the revision log. 
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